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ABSTRACT

Service-Oriented Architecture (SOA) software hasvohgtionized data
interchange in the business world. A SOA softwalafgrm integrates independent,
unrelated applications into a common architectdhereby introducing data reuse,
interoperability, and loose coupling between thevises involved. The U.S. Navy is
currently experimenting with a SOA-based reseammfttiap called TACFIRE, or Tactical
Applications for Collaboration in FIRE (FORCEnehbvation and Research Enterprise).
TACFIRE provides a set of lightweight, XML-based bwservices derived from the
Oracle Collaboration Suite (OCS) 10g SOA. Such s@lvices operating across multiple
security domains would provide additional advansagecluding improved intelligence
aggregation, and real-time collaboration betweeersusn different security domains.
However, current TACFIRE implementations provide malti-domain functionality

between different classification levels.

To date, the incorporation of a SOA software sut® a multilevel secure
environment has neither been designed nor implesdeiihis project has explored how a
SOA software suite could be integrated into a ravél environment. The OCS 10g has
been configured to run within the Monterey SecuAtghitecture (MYSEA) multilevel
testbed. This thesis addresses DoD requirementsuftaing enterprise-level computing
architecture capable of providing a full rangerdbrmation services at all major security

classifications and information handling caveats.
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INTRODUCTION

A. MOTIVATION

The Department of Defense (DoD) has singled owti&=iOriented Architecture
(SOA) implementation as the best way to ‘fulfilletirequirements of a net-centric
environment [1].” The Defense Knowledge Online pb(DKO), the future ‘single-entry
point’ for all service portals in the DoD, is basewtirely on SOA [2]. In the business
world, SOA provides organizations with interopeealdbosely coupled services that can
be realigned and adapted to meet changes in theem@]. For the DoD, there are
additional advantages associated with implemen®&@A. Transforming the DoD’s
inefficient, inflexible (and sometimes duplicatepgacy based applications into scalable,
SOA-based software will reduce network overheadratese IT infrastructure spending,
and unify future DoD SOA-based software under glsiiset of standards and protocols
[1], [4], [5]. For these reasons, the DoD'’s intedduture business enterprise architecture
(BEA) is based entirely on SOA [2], [5].

A research portal (e.g., TACFIRE) based on SOA vgelvices has been
successfully tested and implemented in the fleptH®wever, current implementations
of this portal provide no cross-domain functionallietween different classification
levels across DoD networks [6]. A cross domain S@AIld provide several advantages
to the DoD: the aggregation of intelligence throufge content management, and
provision of SOA-based real-time collaboration &milons €.9., chat, web
conferencing) to geographically disparate usedifigrent classification levels.

The Monterey Security Architecture (MYSEA) projedtthe Naval Postgraduate
School includes a working multilevel secure testpd The testbed integrates stateless
commercial-off-the-shelf (COTS) hardware and sofesMaased clients with specialized,
high-assurance elements to enforce a unified, mandaccess control policy [7], [8],
[9]. The motivation of this study is to integrat®©&-based software (and the benefits of

such services) into the MYSEA environment.



B.

PURPOSE

This thesis asked if a Service-Oriented Architezt(BOA) software suite could

be integrated into the MYSEA environment. Througlsearch regarding (a) Service-

Oriented Architecture, (b) the Department of De&ssuse of such software, (c) an

existing SOA-based DoD research project (e.g.,TREFIRE portal), (d) the software

platform it utilizes (Oracle Collaboration Suitegdpand (e) high-assurance multilevel

security architecture, it was determined that a S0#ware suite could be integrated into

a multilevel environment. This project set out tonstruct a proof of concept

implementation to serve as a demonstration foistigggested concept. This involved the

development of a functional test plan to specifywhat SOA software suite to deploy,

and (b) what SOA services to test. Preliminary steef the proof of concept

implementation were successful.

C.

ORGANIZATION

This thesis is organized as follows:

Chapter | provides an introduction to the motivatend purpose of this
thesis.

Chapter 1l provides background information on SevOriented
Architectures (SOA), SOA software in the DoD, thaCFIRE research
portal, the Oracle Collaboration Suite (OCS) 10yl BYSEA.

Chapter 11l describes specific goals of this thesid the high level design
used to accomplish these objectives.

Chapter IV describes how the SOA software suite, @CS 10g, was
integrated into a simulated segment of the MY SEAtiteuel testbed.

Chapter V describes both the test design and #terésults obtained in
this experiment.

Chapter VI provides an analysis of the experimetass$ results, as well as
a discussion regarding some of the design and guafiion issues noted
during installation and testing.

Chapter VII summarizes the project, and makes sigyes for future
work.



[I.  BACKGROUND

This chapter provides background information regpydpecific subjects related
to the incorporation of Service Oriented Architeet(SOA) software into the Monterey
Security Architecture (MYSEA) environment. The firsection discusses the origins,
implementations, and benefits of SOA software mlthsiness world. The second section
discusses the relevance of incorporating SOA-basétivare into the Department of
Defense. The third section discusses the developofghe Navy's experimental SOA-
based web portal, TACFIRE (Tactical Applicationsr f€ollaboration in FIRE
[FORCEnet Innovation & Research Enterprise]). Toerth section describes the SOA
software suite implemented by the TACFIRE porta¢ Oracle Collaboration Suite 10g.
The fifth section of this chapter gives a broadreiesv of the MYSEA project, and the

sixth section is a summary of this chapter.
A. SERVICE-ORIENTED ARCHITECTURE (SOA)

Service-Oriented Architectures (SOA) have revoluzed application control,
application reuse, and application interoperabilitythe business world. A SOA, by
definition, is asoftware architectureit is a set of statements that describes software
components, and assigns functionality of the systethese components [10], [11]. This
architecture is the ‘system blueprint’ for the orgation’s business model, and therefore
resides at the highest (strategic) level of theoization. A SOA is specifically designed
to increase the organization’s flexibility in dewgi with rapid changes to the business
requirements of the organization itself. Implemegtia SOA transforms the existing
applications of an organization to provide a cohgrget flexible and interoperable,
architecture that can react and be modified wherkebashifts occur. In organizations
that employ traditional enterprise-based Informatibechnology (IT) solutions, the
ability to quickly adapt to market demands and/onditions may be limited by the
rigidity of the organization’s applications themssd. If legacy-based applications cannot
be modified quickly enough to meet the needs ofhdtisg global market, the
organization’s output may suffer. Figure 1 suggési® implementing a SOA might

3



provide a traditional enterprise-based organizatemility’ (or flexibility) when it is
facing sudden market changes [8]. As market canditshift, the organization’s legacy
applications cannot realign and adapt quickly ehailagmeet the demands of the market.
Such ‘realignment’ typically involves either mod#ition to the existing application code,
or development of new applications to meet the seefdthe market. Lacking the
flexibility to transform rapidly, the organizatias’'productivity diminishes. Figure 1
suggests that by implementing a SOA, the changetemented will slowly transform
the organization’s applications to meet the curgerhands of the market. In a process
known as ‘orchestration,” a member of the orgamrafthe SOA architect) can use the
SOA to link, rearrange and even sequence the argiom’'s services to meet new or
existing market requirements [11], [12]. This prez€orchestration) does not involve
modification of the underlying application code,[8]1]. However, the SOA architect
does need to be intimately familiar with the underlyirmisiness processes of the
organization [11]. As shown in Figure 1, this graldiransformation (from legacy-based
applications to a SOA) allows the organization ¥pand towards a state of ‘flexible
response.” This ‘flexible response’ is achievedotiyh the orchestration of an
organization’s services to meet new business remunts as they arise [3], [10]. With
the rapidly shifting market conditions of today®lgal economy, this flexibility provides
the organization the ability to respond quicklyn@arket transitions, thereby remaining
competitive [4]. An independent online survey coctéd by IDG Research Services
Group indicated that the number of business orgdioizs utilizing an enterprise-wide
SOA has grown slightly year-by-year from 2005 t®2(13]. Each of the three surveys
(2005, 2006, and 2007) polled over 1,000 IT pratesss in various industries [13]. The
number of businesses employing an enterprise-wiaik Bas measured at 8% in 2005, at
16% in 2005, and at 21% in 2007 [13]. Although iBi®y no means a dramatic increase,
it indicates that more businesses have transiticinech legacy based applications
towards enterprise-wide SOA software since 200%. [13



Agility

Ability to deliver

Paralysis E

Green field Agony Renovation

Figure 1. Service-Oriented Architecture is a kesmednt of an enterprise IT
renovation roadmap [After [11]].

Developments in programming languages, distributezhnology, and business
computing over the past 40 years have supporteceitnergence of Service-Oriented
Architectures [11]. These evolutionary developmeatso contributed to the core
fundamentals of the SOA: the application front eth@, service, the service repository,

and the service bus.

Figure 2 illustrates the four fundamental composeot the SOA, and also
displays the individual parts of the service comgranthe contract, the implementation
[business logic and data], and the interface). dpyication front ends regarded as the
owner of the business process. The applicatiort #od always starts a business process,
and it always receives the results of the transactionducted by the service [11]. A
serviceis a software component with distinct, functionsaning, encapsulating a high-
level (strategic) business concept [11]. Servidekver business functionality that the
application front ends and other services need [Bl]. In this context, ‘business
functionality’ of the service is specifically desed for the client involved. This
specification, designated as tkervice contractstipulates the usage, constraints, and
specific functionality of the service for a givelreat. The individual service must also be
capable of interfacing with other services (viseavice interface The service contracts



of all of the services are held by the third comgrtrof the SOA, theervice repository
The last major component, tiservice busprovides a connection between the services

and the application frontends [8].

SOA
| | | |
Application . . . .
frontend Service Service repository Service bus
[ [ l
Contract Implementation Interface
| |
Business logic Data
Figure 2. SOA key components [From [11]].

By design, the service is the most important corepoof the SOA. Although the
application frontends are the most active companaémta SOA, they are subject to
frequent change, and, as a result, have a mucheshidecycle than the services [11].
The service is also the one component providingeeand interoperability for the SOA.
By incorporating reuse at the macro (or servicegllebusinesses and organizations can
respond more quickly to changing market conditif8js[11]. Interconnections between
existing, distributed IT assets and applicatiores @simplified and improved through the
use of well-defined, interoperable interfaces. Timéal ‘learning phase’ to transition
from existing legacy applications to SOA-based i@apbns is quite expensive,
particularly due to the immense complexity involviedmodifying applications for a
SOA. Once this learning phase is complete, howeterdevelopment costs are limited

to application reuse or application extension. Transformed applications are both
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mobile and interoperable. They can be distributesl @ network, they can communicate
with one another, and they can coordinate actibiéjween two or more services.
Multiple services in a SOA can be combined to @daisiness applications [3], [11],
[14].

Because of the interoperability of the SOA’s sezgicnewly-transformed legacy
applications exchange data and participate in digpabusiness processes seamlessly.
This ‘software alignment’ is extremely beneficial &n organization where multiple
versions of application software, operating systeamsl client hardware exist between
various departments [14]. The applications incoapent into a SOA can be independent
and unrelated, yet they share a common, congruetitecture [11]. This concept
reinforces the existing advantages of the ser{data reuse, interoperability, and loose
coupling). Additionally, the tracking of version rtool issues is mostly limited to the

client hardware components themselves, not the S@#vare providing the services [1].

B. SERVICE-ORIENTED ARCHITECTURE (SOA) SOFTWARE IN THE
DEPARTMENT OF DEFENSE

For the Department of Defense, a considerable atrafuime will be required to
transform existing legacy DoD systems into a SOAeda Business-Enterprise
Architecture (BEA). ‘BEA’ is a business archite@uerm specific only to the DoD, and

is defined as:

The Business Enterprise Architecture (BEA) is theegprise architecture
for the Department of Defense’s (DoD’s) businesdorimation
infrastructure and includes processes, data, datalards, business rules,
operating requirements, and information exchanges. BEA serves as
the blueprint to ensure the right capabilities,oteses and materiel are
rapidly delivered to our warfighters through ensgriaccurate, reliable,
timely and compliant information across the DoD.eTBEA achieves
improved support to the warfighter through enablisgreamlined
processes, getting the Armed Forces what they neleele they need it,
when they need it [2].

When asked how long such a transformation would,tttke Chief Technical Officer of
the DoD Business Mission Area replied, “it will &aka generation [5].” Countless

military-specific, legacy applications are spreadt @ver various departments and
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agencies. Individual software-based programs, saghCommon Operational Picture
(COP) software, vary in terms of interoperabiligtlveen services. For example, in the
Global Command and Control System (GCCS) prograsrgtexists one subprogram for
the Army (Global Command and Control System-Armgy ane subprogram for the
Navy (Global Command and Control System-Maritinij][ Both were developed with
the same purpose: “to allow commanders to maintapsight over the battlefield;
collaborate with superiors, peers and subordinates live data; and communicate their
intent” [5], [16]. But currently, neither systemiigteroperable with the other in terms of

sharing data [15].

Although this transformation will be both costlydalengthy, it may be worth the
struggle. Since the end of World War Il, the Dolshiachanged its business model in
terms of IT infrastructure [5]. Legacy IT componentere built as ‘stovepipes,’ being
neither interoperable nor interchangeable with o@D applications and/or systems. As
a result of this inefficiency, the DoD now spendsi@st 45% of its information
technology budget on IT infrastructure costs al@fle Duplication or triplication of
identical business processes is not uncommon;egeey system might perform exactly
the same process as another, yet support and bdthdwould be required for both [5].
Aside from a reduction in IT infrastructure spergjithere are other reasons why such a
large-scale transformation is necessary. Some kegtibns of the DoD, such as
procurement and personnel management, are grealidetes for conversion into
‘services’ to be shared by all branches and/or @apts [5]. Although an abundance of
personnel management software exists in the Do@®etls little variation between the
various service branches in the processes assibaiatie personnel management itself.
As the number of operations supporting the Globalr \Wn Terror increase, deployed
operational forces will continue to demand increldsandwidth for data and applications.
Transforming inefficient, inflexible (and sometimdsaplicate) legacy applications into
scalable, agile SOA-based software will reduce odtwoverhead on an already
bandwidth-limited DoD network infrastructure.

Both PEO C4l and the DoD I.T. Standards Registgvide specific guidance
concerning SOA-based software in the DoD’s Busiaserprise Architecture [4], [1].
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The DoD I.T. Standards Registry requires the follmyvprotocols for DoD SOA:
Universal Description, Discovery, and IntegratiddDDI), Web Services Description
Language (WSDL), Service-Oriented Architecture &tot (SOAP), Lightweight
Directory Access Protocol (LDAP), World Wide Web sbibuted Authoring and
Versioning (WebDav), Java Specification Reques8 (R 168), and Web Services for
Remote Portals (WSRP) [4]. The Net-Centric EntagrSolutions for Interoperability

(NESI) overview document reiterates several SOAcepts:

SOA promotes flexibility and reuse. This enablegeligpers to compose
complex software systems from clearly defined, Enpéntation-neutral
interfaces rather than through brittle implemewptatnechanisms such as
tightly coupled, highly integrated applications... AQisolates the
specifics of data implementation from the serviterface... Services are
designed to be highly interoperable, loosely codiptecentralized, and
discoverable across the enterprise [1].

PEO C4l concludes that a Service-Oriented Architectbest fulfills the requirements of
a net-centric environment... (where) multiple clierstsd other services can access

mission application functionality as a set of seegi[1].”

One focus of the DoD’s BEA is to build a singleyrooon portal known as the
Defense Knowledge Online (DKO) Portal [5]. The SO#&sed DKO Portal will
eventually provide “a single user interface to gameent and industry for all (DoD)
Enterprise IT services [2].” The DKO Portal will becommon, secure entry point for all
areas of the DoD (service branches, agencies, ampanents), and securely link to
existing portals, such as the Navy Knowledge Onl{N&O) portal and the Army
Knowledge Online (NKO) portal [5], [17].

There are numerous benefits associated with canstgua SOA-based portal
onto the existing Department of Defense (DoD) nekwiofrastructure. Simple, SOA-
based web services like webmail, real time collabon, and chat can be distributed
uniformly between disparate, incongruent commeromdf-the-shelf based client
workstations [17]. Existing network infrastructuolient hardware and operating systems

can be retained with very minor alterations. Inoaganization like the Department of the



Navy (supporting over 400,000 Navy-Marine Corpsranet [NMCI] clients), this

represents an enormous savings in terms of hardwase [18].

It should be noted that the cost to implement a seftvice based SOA with a
limited number of applications still isn’t cheafs all of the legacy applications drafted
for use in the SOA must be completely rewritten][But a SOA providing web services
is extremely advantageous for deployed, widely spd DoD units. Forward deployed
commands could utilize the SOA services with a cedunumber of servers, since the
most application servers could be securely locatealNetwork Operating Center (NOC)
in the continental United States. This limits sé@guissues to the client's web browser
and the application server located stateside [Bf fetwork overhead generated from
SOA-based web services is somewhat lightweight,tijndecause the individual web
services are user-initiated. The amount of bandwitieded by a SOA web service is
directly correlated to current application demaihdhe application is not requested by a
user (or a group of users), bandwidth is not atedado the application in question [11],
[11]. Such ‘smart-pull’ characteristics are verynegcial for deployed units relying on
limited bandwidth to communicate (e.g., deployedtumelying solely on Satellite
Communications (SATCOM) links to transfer data), [5], [11], [15].

C. THE TACFIRE PORTAL

The U.S. Navy is currently experimenting with a SO#sed research portal
called TACFIRE, or Tactical Applications for Collafation in FIRE (FORCEnet
Innovation and Research Enterprise). One of theirgoals of the TACFIRE research
portal was to determine if a SOA-based architecamreé associated web services were
compatible with the existing legacy networks of th&. Navy [20], [21]. The TACFIRE
project did not, however, intend to be a true,tflegle SOA (placing all of the Navy's
applications under one SOA umbrella) [6], [21]. Bmpe of the TACFIRE project was
limited to web-based applications that could beoiporated into the existing legacy
architecture with few changes [6], [20], [21], [22]

TACFIRE utilizes a bundle of lightweight, XML-basedkeb services, all while
reusing the existing legacy network infrastructuretwork hardware, client hardware and
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client operating systems [6], [22], [23]. The TAGH portal employs a modified version
of the Oracle Collaboration Suite 10g SOA softwsude, a suite of enterprise-class real
time collaboration, communication, and content nganaent applications [6], [21], [22].
Deployed naval units can access a plethora oftimal-web services in this service-
oriented architecture, including such applicati@ass Web Conferencing, Chat, Voice
Over IP (VolIP), and WebDav-based File Content ®es/i Most importantly, the
TACFIRE users can access the portal over a widetyaof U.S. and Coalition networks
(including Unclassified, SIPRNet, and NATO netwqrkshe TACFIRE portal employs
Hyper-Text Transfer Protocol (HTTP) with Secure I&scLayer Encryption (SSL) to
meet Defense Information Systems Agency (DISA) sgcrequirements for web based
applications [1], [5], [21], [24], [25].

The TACFIRE portal employs a ‘dark-fiber, dumb netiw philosophy. An ultra-
thin client (a web browser) interacts with an eptise-class server over a network [6]. In
terms of security, this configuration significanttgduces the chance of compromise,
since access to the network is limited to (a) thents browser, and (b) the enterprise
server itself [6]. The current server-client configtion in the fleet involves the exact
opposite concept: a ‘fat client’” model. In a fatent network, the maintenance costs
associated with servicing multiple, geographicalparated servers are much higher than
the maintenance required of a single, SOA-basestmnge server farm located stateside.
However, current TACFIRE implementations provide crmss domain functionality
between different classification levels across Dwbworks [6], [20], [23]. Incorporating
a SOA into a multilevel environment would providestfunctionality, and such a ‘cross
domain’ DoD SOA system would be advantageous feerse reasons. The MLS ability
to ‘read down’ could provide a SOA-based file contservice with the ability to pool
similar intelligence from different sensitivity lels. Intelligence aggregation could be
improved tremendously in this manner, as missiotical data from lower sensitivity
levels could be instantly aggregated with more igasdata via a single, web-based
multilevel aware SOA search application. Implemagta SOA server into each of the
various DoD networks (NIPRNet, SIPRNet, CENTRIX;)etvould provide the benefits

of the SOA-based services into each network indizdlg. In this configuration, users
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could utilize SOA-based real-time collaboration laggtions to chat or hold web
conferences on any network classification to whilshy have access from a single,
stateless COTS-based client [20], [22], [24], [25].

D. ORACLE COLLABORATION SUITE 10G

The Oracle Collaboration Suite 10g version 10.020CS 10g) was originally
chosen by the TACFIRE research group as the SGaupport the TACFIRE portal [6],
[21]. The OCS 10g software suite is separated into key components: the Oracle
Applications Tier and the Oracle InfrastructurerT6], [27]. The Oracle Infrastructure
Tier is further divided into three parts: (a) ateimet Directory, which houses the Oracle
user accounts resident on the OCS, (b) the OradgleSSign-on component, which
allows Oracle users to access multiple Oracle eafins through a single portal, and (c)
the Oracle Collaboration Suite database [28]. Thpligations Tier contains a total of ten
Oracle applications [26]. Table 1 provides a listhe OCS 10g applications, along with
a brief summary describing each application’s fiomcto the end user.
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0CS 10q Application

Function

Oracle Content Services:
Cracle Drive rich media client

WebDav Wieb-based Distributed Authoring and “ersioning) based file
and content management rich media client. A downloadable plugin
client that allows the user to map a network drive to a specific file
directory on the OCS ({the 'Oracle Drive"). Files can be dragged and
droppped into the Qracle Drive using a mouse.

Oracle Content Services:
YWeh Browser client

Web browser based WebDav (WWeb-based Distributed Autharing and
“ergioning) file and content management companent. User accesses
specific file directory on the OCS using a web browser. Files can be
dragged and droppped using a mouse.

Cracle Calendar

Web browser calendar application. Allows user to schedule events
centered around other Oracle applications, including (2) RTC Web
Conferences, and (b) scheduling YWorkspace meetings.

Cracle Yoicemail & Fax

Private Branch-Exchange (PEX) based woicermail and data facsimile.
Works with Oracle Web Mail to store voicemail and fax messages.
Requires a Private Branch Exchange to function.

Cracle Warkspaces

Web browser based user-definied workspaces. Allows users to leverage
other Oracle applications (e.g. schedule meetings, hold discussions,
share files, notify via web mail) within a predefined warkspace.

Cracle Mobile Collaboration

Mobile email, mobile weh meeting, and calendar functions for
Smartphones, Personal Data Assistants.

Cracle Discussions

Web browser based discussion boards. Allows users to post
responses, post files, start and manage message threads.

Oracle Real-Time
Collaboration: Weh
Conferencing

Web browser real-time collabaration client. Allows users to collabarate
real time using a wariety of tools. Users chat, use %0IP, draw on a
whiteboard, share desktop applications, poll other users, and delegate
speakerfpresenter roles between other users.

Oracle Real-Time
Collaboration: Instant
Messager rich media client

Jabber-based rich media chat client. A downloadable plugin client that
allows user to chat. Uses Extensible Messaging and Presence Protocal
FMPP) protocal.

Oracle WYeh Mail

Web browser email client. Stares all messages (including emails,
voicernails, and faxes) specific to user in the Oracle Database. Ltilizes
SMTP and IMAPA to exchange email with other Oracle users on the
Sarme Server.

Table 1.

Oracle Collaboration Suite 10g Applicasi¢iRrom [26]]

The Oracle Collaboration Suite Installation Guidg 1.0.1.2 provides a variety of

deployment options for the OCS software [27], [ZB}ese options include a large group
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of multi-computer configurations and one method ifatalling the OCS software on a
single server (the Single-Computer installation figamation) [27], [28]. The ‘multi-
computer’ configurations deploy the key Oracle comgnts (the Oracle Applications
Tier, the Oracle Internet Directory, the Oracle dbase, and the Oracle Infrastructure
Tier) between two or more computers. For exampte multi-computer configuration
includes an option to split the Infrastructure dahd Application components between
two computers (one computer for the Infrastructige components, and one computer
for the Application tier components) [27]. In thengle-computer installation
configuration, the Oracle Database, the Oracle ppbns tier, and the Oracle
Infrastructure tier all reside on the same comp(2&}. The Oracle Installation Guide
recommends deploying the software suite on a siogheputer for a ‘smaller’ pool of
users (200 to than 1,000 users), and a multi-coenprdnfiguration for user groups of
over 1,000 [27], [28].

Figure 3 details the location of individual OCS 18gplications in a ‘single-
computer’ OCS configuration [28]. The Oracle apations all reside on the Applications
Tier of the OCS (none reside in the Infrastructliier) [28]. The way in which Oracle
10g applications connect to the user’'s terminal b&ndivided into three distinct
categories: (a) through a web browser via an HTTIBIPS request, (b) through an
Oracle rich media client component (e.g., the @&TC Instant Messenger), or (c)
through either a Voice Over IP or a Voice Over XMhateway server, hooked into a
Private Branch Exchange (PBX) [28], [29].
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Figure 3. Oracle Collaboration Suite 10g Single @atar Deployment [From [28]]

Nearly all of the applications that connect throughweb browser are OC4J
applications [30]. ‘OC4J stands for Oracle Congainfor J2EE (Java Enterprise
Environment) [28], [29]. A ‘J2EE container’ is avdabased application infrastructure
running Enterprise JavaBeans [29]. In OCS 10g, O@glications can be managed
either as (a) stand-alone components, outside ef @racle Application Tier

infrastructure, or (b) installed and managed aspmorants of the Oracle Application Tier

infrastructure [28]. In the case of a OCS 10g srgdmputer configuration, the OC4J

applications are part of the Oracle Application rTiefrastructure [28], [29]. OC4J

applications are J2EE 1.3 compliant (Java 2 EnsspEnvironment), and run on a
standard file-based Java Developer’s Kit (JDK) daga Virtual Machine [29]. OC4J
applications support Java Servlets, Web servicaesd, the following J2EE specific
standards: Extensible Markup Language (XML), Simphgect Access Protocol (SOAP),
Web Services Definition Language (WSDL), and UrsabrDescription, Discovery and
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Integration (UDDI) [29]. By adhering to a handful generally accepted web standards,
OC4J applications provide some degree of interdgésaand reuse to the end user
(thereby fulfilling two of the basic design chamxistics of a SOA) [3], [11], [29].

The OCS 10g applications which are part of the OG@tainer include Oracle
Content Services, Oracle Discussions, Oracle Reaé&T Collaboration Web
Conferencing, Oracle Web Mail, and Oracle Workspa@S]. For these applications,
HTTP (or HTTPS) requests are sent from the usethéoOracle Web Cache, which
forwards the request on to the Oracle HTTP Ser28}. [The Oracle HTTP Server then
sends the request to the specific application & @C4J container [28]. There is one
exception to this flow: Oracle Web Mail. The Oradleb Mail application uses Protocol
Servers (e.g., Simple Mail Transport Protocol) tocgss inbound and outbound email
[28].

Although the Oracle Calendar application can beessed from a web browser,
the Calendar application does not reside in the Déxhtainer [28], [29]. Additionally,
the Calendar application handles all HTTP (or HTYRXlendar protocol requests
through the Calendar Protocol Server, not the @rAGITP Server [28], [29].

The rich media clients in the OCS 10g are downlbbalugin applications for
that run independent of a web browser. The OCSnieldia clients include clients such
as the Real-Time Collaboration (RTC) Instant Megsenand the Content Services
WebDav-based ‘Oracle Drive’. The Oracle Real-Timal&boration Instant Messenger
component allows OCS clients ¢bat [30]. RTC Instant Messenger uses Jabber, a form
of Extensible Messaging and Presence Protocol (XM&Prelay chat between clients
[30]. The ‘Oracle Drive’ uses WebDav, a set of esiens for the Hyper-Text Transfer
Protocol (HTTP). The purpose of these extensiontisllow users to manage and
control files and file directories via a remote v&er [31], [32]. The ‘Oracle Drive’
provides OCS users with a collaborative tool capdbl maintaining version control
between various file types and directories on th@SO10g server [32], [33]. It
implements the WebDav protocol to provide file dyrmization capabilities between the
client and Oracle Content Services on the OCS &0ges [32], [33]. The associated file

directory can also be accessed from via a browserthe client. Since WebDav
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functionality had been extensively demonstrated #ested as a multilevel-aware
application on an XTS-400, the OCS ‘Oracle Driveimponent seemed like the ideal
candidate to include in the testing [31]. More dsteegarding these two components are
described in Table 1. These applications are natgfdhe OC4J container. Some of the
clients (e.g., RTC Instant Messenger) are lega@ck®rapplications that were adopted

from previous Oracle enterprise platforms for us®CS 10g [34].

Regardless of location or type, all of the indivat©racle applications retain the
ability enrich the user’s collaboration environmébgtreaching out and utilizing thather
Oracle applications within the OCS software suifes described in the Oracle
Collaboration Suite 10g Concepts Guide, the Oraglglications (Oracle Mail, Oracle
Calendar, Real Time Collaboration (Web Conferenend Instant Messaging), Content
Services, Workspaces, and Discussions) can ugkod other on an ad-hoc basis, based
on the user’s needs [35]. For instance, the OnAkbekspace application allows users to
share documents (Content Services), collaborate wdam members (Web Conference),
hold discussions (Oracle Discussions), and maresie {32], [35]. From the Workspace
Application, a user can schedule a web conferencehke other workspace members,
announce the meeting via email notification, ortpdiscussion threads specific to the
workspace [35]. This on-demand pull allows the Vépdce Application to access the
other Oracle applications on an ad-hoc basis. mpldly and limit the scope of such
‘cross-application’ testing, the Oracle Workspappl@ation was the only application

tested in this manner.

The next evolution of the Oracle Application Ser{@racle Fusion Middleware)
is planned to unify the Oracle applications undesiregle set of ‘web-service’ based
standards [29], [34], [36], [37RAll of the applications in Oracle Fusion Middlewardl wi
be built specifically for use in OC4J containerad aherefore will also adhere to the
J2EE standards specific to SOA: XML, SOAP, WSDLd &iDDI [29]. Unfortunately,
such ‘uniformity’ requires an immense amount of dalkio bring the non-OC4J
applications up to spec [34], [36]. This unificatjovhile costly, does provide additional
web service advantages [3], [14], [34], [38]. Thmiformity’ of applications provides

users with web service tools similar to those ptediin Web 2.0 technology: (a) rich
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internet applications (“getting the web browseratd as a desktop”), (b) collaboration
tools (e.g., wikis, blogs, real-time collaboratienablers), (c) user-contributed content
(large scale web environments in which users sbamnéent), and (d) using the web itself
as a platform (“...where the internet is a data sewned a platform for services”) [38].
SOA users can build their own content-rich, welvises and applications, including
discussion boards, links, announcement pages, akdpaftals [14], [36], [38]. XML
based Friend-of-a-friend (FOAF) files can be usedbtild bulletin boards that are
‘semantically enabled:’ if one user puts a spedaifard (or string of words) into his or her
content, it will link up to other users who incluttee same word in their content [14],
[34], [38].

E. MYSEA

The Monterey Security Architecture (MYSEA) projedtthe Naval Postgraduate
School seeks to demonstrate how participants framous U.S. agencies can access
different levels of classification (without violag classic confidentiality policy modeled
by Bell and LaPadula [9]) via a single, commeratHthe-shelf (COTS) based client.
The largest need to achieve this configuration oifnem the growing need to share
information and intelligence across networks withiffedent classification levels
(Unclassified, Secret, Top Secret), and betweeritioma partners and allies (NATO,
OIF, OEF). Two of the guiding purposes of the MY Sglject are (1) “support research
in high assurance multilevel security (MLS),” ary) (0 “support research in dynamic
security.” Developments regarding the first purpffsgh assurance multilevel security)
have focused on utilizing high assurance servegs, (@n XTS-400) to enforce a unified

mandatory access control policy over untrusted CCliEat hardware [7], [8], [31].

Included in the MYSEA project is a working multillvsecure testbed. The
testbed contains no operational data an all confidity levels are simulated. It employs
stateless commercial-off-the-shelf (COTS) hardwand software-based clients. Users
log in at clients and select the session level laickvthey wish to work, bounded, of
course by user authorizations, such as clearariugs @t any one time, different clients

support sessions at different sensitivity levelguFe 4 is an illustration of the MLS
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controlled environment present in the MYSEA labheTsecurity policy is enforced by
high assurance servers (XTS-400 servers) and Triaagh Extension devices. In this
setup, the stateless clients can safely traverdepteusensitivity levels without fear of

compromising classic confidentiality policy, as retatl by Bell and LaPadula. Several
application servers have been tested in this clhedreenvironment, including C2PC,

various mail servers, and an Apache web serverer8eprotocols have been on MLS
high assurance servers as ‘MLS Aware’ applicationBe applications have been
modified to allow them to reside and function asgk level applications on the MLS

server itself. As a result, an ‘MLS Aware’ applicat is able to read down to appropriate
information at lower security levels. SMTP, IMAPnca WebDAV are some of the

protocols that have been adapted to be as ‘MLS awarthe MYSEA testbed [7], [8].
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Figure 4. Distributed Multilevel Secure ArchiteayFrom [7]]
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[ll. DESIGN

This chapter describes a high level design usetéhd¢orporate a web based
Service-Oriented Architecture (SOA) into a multééenvironment. The design served as
a proof of concept for the integration of a SOAviatmultilevel secure environment. The
first section of this chapter will describe the Igoassociated with integrating a web-
based SOA software suite into the simulated MY SEAItilevel testbed. The second
section elaborates on the actual high-level destgized. The third section summarizes

the first three sections of this chapter.

A. GOAL

The goal of this thesis is to determine the fedéigibior proof of concept, of
incorporating a web-based SOA software suite intonaltilevel environment. As
discussed in Chapter 2, the incorporation of a iSer©riented Architecture (SOA)
software suite into a multilevel secure environmémats neither been tested nor
implemented. Exhaustive application testing on TR FIRE portal verified that SOA-
based architecture and SOA web services were cdmgatith existing U.S. Navy
legacy networks. However, cross-domain testing has been conducted on the
TACFIRE portal [6]. This project intends to combite benefits associated with a web-
based SOA with the security capabilities of a neiltl environment [8], [21], [26]. The
MLS ability to ‘read down’ could provide a SOA-bdséle content service with the
ability to pool similar intelligence from differensensitivity levels. Intelligence
aggregation could be improved tremendously inttiginer, as mission critical data from
lower sensitivity levels could be instantly aggreghwith higher level data via a single,
web-based multilevel aware SOA search applicatioplementing a SOA server into
each of the various DoD networks (NIPRNet, SIPRKBENTRIX, etc) would provide
the benefits of the SOA-based services into eactwark individually. In this
configuration, users could utilize SOA-based r&aktcollaboration applications to chat

or hold web conferences on any network classificathey have access to, from a single,

21



stateless COTS-based client. A further requirenanthis experiment is to specify
which, if any, web-based services of a SOA softwsude function in a multilevel

environment.
B. DESIGN

Because of the experimental nature of this worlcopy of a segment of the
testbed was created for use in this project, sbribamal MYSEA testbed operations
would not be disturbed. The segment of the MYSE#thted copied was the simulated
SIPRNet enclave. In the MYSEA testbed, this segmealudes various application
servers, including C2PC, a Linux mail server, andApache web server. The existence
of these additional application servers made theulsited SIPRNet enclave the most
desirable segment to copyote: In terms of application servers, the segment acgBd
for this research only included a single Linux msgrver. The segment copy did not
include replicas of the other application serverg.( C2PC, Apache Web Server) in the
MYSEA testbed. The segment copy used in the exyer is referred to as the

‘simulated multilevel environment’ in this and cheys to follow.

Since this project focuses only on a qualitatives'yor no’ regarding the
functionality of a SOA service, system performantéhe machine(s) utilized will not be
a concern. Network load testing will also not beamsideration, since this project’s
primary goal is to simply verify the basic functadity of the services of a SOA software

suite.

In terms of network topology used to test the Sftvgare suite, the final
architecture used as a proof of concept will omliglude (a) the SOA software suite,
hosted on one or more servers, (b) a single mudtilsecure server acting as proxy, (c)
two clients, and (d) a separate SMTP mail serveesbthe SOA software suite’s ability
to exchange mail via the SMTP protocol. True meMdl testing was not considered for
this experiment. Although testing a SOA softwargesacross multiple levels should be
considered for future research, the current exparinis limited to single level testing
only. This experiment sought to limit variationthre test results as much as possible, and
by simply testing across a single level, dispdogyween the results could be isolated to
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either (a) the SOA software suite employed, ortfi® multilevel server acting as the
proxy. The clients will each authenticate with tmailtilevel server via a Java-based
virtual trusted path extension (TPE) device knowentlze TCBE (Trusted Computing
Base Extension), and then attempt to access the SSfware suite’s services. Figure 5
illustrates the network topology (and associategnegtions) required by the high-level
design of this project. Both of the clients wilta&slish a single level Hyper-Text Transfer
Protocol (HTTP) connection with the OCS Server .(etge server hosting the SOA
software suite) using the multilevel secure (ML8)ver as a proxy. For each client, the
single level connection will be through a virtualisted path extension device (the
TCBE), which provides an extension of the trustedhpbetween the client and the
multilevel secure server [7], [8]. A Linux Mail Sar, configured to exchange email via

SMTP, will be connected to both the OCS Serverthadnultilevel secure server.

[ MLS Controlled Environment J

3

Linux Mail Server

\ ” G
~ad ~J
Ethernet Switch Ethernet Switch

Virtual Virtual
TPE TPE

OCS Server MLS Server OCS Client 1 QOCS Client 2
(Single SOA Server)

Figure 5. Network Topology of High Level Design.

The TACFIRE research project proved that a webdha&8©A software suite
could be successfully integrated into the exishiayy legacy network infrastructure with

minimal configuration changes. Web-based SOA sesviprovide a secure, scalable,
23



user-initiated means of hosting applications to ggaphically dispersed clients. As
discussed in Chapter I, this type of service igaldfor use in the Navy's networks.
Focusing on web-based services will reduce the rurabTCP/IP ports involved in the
experiment, thereby simplifying the analysis. Thajaonty of the services (or all, if
possible) provided by the SOA software suite irs tbkperiment should be web-based
services. TACFIRE servers have been deployed artto ®ecret Internet Protocol Router
Network (SIPRNet) and Unclassified but Sensitivéeinet Protocol Router Network
(NIPRNet) DoD legacy networks [6]. Since the twdawarks (NIPRNet and SIPRNet)
are air-gapped, there is no interaction betweeA@HIRE server on the NIPRNet, and a
TACFIRE server deployed on the SIPRNet. The workpngtotype for the TACFIRE
portal utilized Hyper-Text Transfer Protocol (HTTRyith Secure Socket Layer
Encryption (SSL), or HTTPS, to meet Defense Infdiara Systems Agency (DISA)
security requirements for web based applicatiohls.[f], [15]. For this reason, HTTPS
should be included as a configuration option in 8@A software suite used in this
experiment. Although HTTPS will be included as anfeguration option on the SOA
software suite used, HTTRyper-Text Transfer Protocol (HTTPWill be used instead.
Randy Maule iterated that this experiment shoulé@ lsample proof of concept involving
the least complicated port configurations availafe this case, Port 80, or HTTP).
Additionally, Professor Maule indicated once theAS€dftware suite was configured for
HTTP, the transfer of services on a SOA softwaigeeswer to HTTPS would be both
nontrivial and inconsequential to the outcome of g@xperiment.

Similar to the TACFIRE portal, the high level desigsed in this experiment is by
no means a ‘pure SOA.” The services tested wilthmse resident on the SOA software
suite. To meet the definition of a pure SOA, all tok existing applications (and
associated application servers) would have to designed and incorporated into the
SOA software suite itself. In this design, no em#trapplication servers or applications
residing on the MYSEA domain will be modified. Catexing both the experimental
nature of the testbed and the monstrous amouratbaoir Irequired to transfer the existing
MLS applications into the SOA software suite, thmure SOA’ concept was not
implemented [7], [8].
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While the wholesale conversion and introductiorerfernal applications into a
SOA was omitted from the scope of this experimtrg, possibility of SOA applications
interacting with identical external application servers wad. feOA software suites
usually include the functionality to interact wittommon Internet Protocol based
protocols like Simple Mail Transfer Protocol (SMTHjor example, in the Oracle
Collaboration Suite 10g, the administrator can mure the OCS to interact with an
external SMTP mail server by changing the OCS’ SMsERings via the web-based
Oracle Application Control Console [16], [39]. Thigoe of functionality is particularly
advantageous in the MYSEA environment, since séuBrbased protocols (including
SMTP) have been tested on application serversemttltilevel testbed [8], [31]. Part of
this experiment will include testing to determirieaiSOA software suite can exchange
information with an existing MYSEA simulated SIPRNenclave application server

across the same IP-based protocol.

The design characteristics discussed in this segtiovided a sufficient list of top
level requirements for the SOA-based software dwitbe utilized in this project. The
SOA software suite, network topology, and other ponents must meet the following

requirements:

. The hardware and software used in this experimaihtivelude (a) the
SOA software suite, hosted on one or more ser{ieys single multilevel
secure server acting as proxy, (c) two clients, @h)da separate SMTP
mail server to test the SOA software suite’s apild exchange mail via
the SMTP protocol.

. The actual MYSEA testbed will not be used in thiperiment.

. A copy of a segment of the testbed will be creddedise in this project.

. This copied segment will represent the simulatd@Rdlet enclave in the
MY SEA testbed.

. The majority of the SOA software suite’s service®(e than half) will be

web based; the SOA software suite’s web servicésupport both HTTP

and HTTPS.
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. The SOA software suite’s web based-services willzat HTTP in this

experiment.

. No external application servers or applicationsdiag on the MYSEA

domain will be modified

. The SOA software suite will include the functiomalto exchange mail
with another external mail server via Simple Maltafdsfer Protocol

(SMTP).

. System performance and network load testing willoeoconducted in this
experiment.

. Testing in the simulated multilevel environmentlyg Single Level only.

C. SUMMARY

The design specifications detailed in the first seations of this chapter provide
a high level specification for incorporating a SG#aftware suite into a multilevel
environment. A prototype based on the top leveluiregnents in this chapter was

implemented for this project, and is described a@er V.
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IV. IMPLEMENTATION

This chapter will describe how the Oracle CollatioraSuite 10g (OCS 10g) was
integrated into the simulated multilevel testbele Tirst section of this chapter describes
the SOA software suite that was chosen for thissarpent, and how it was deployed.
The second section discusses the OCS servicesnvirat deployed in the simulated
multilevel testbed. The third section discusses@@S services that were not deployed
into the multilevel testbed, along with a short lex@tion detailing why. The fourth

section is a summary of this chapter.
A. SELECTION OF SOA SOFTWARE SUITE FOR THIS PROJECT

For this project, the Oracle Collaboration Suitg,1@ersion 10.1.2, was selected
as the SOA software suite to introduce into a revél environment. The Oracle
Collaboration Suite, or OCS, met all of the topelerequirements described in Section B
of Chapter Ill. As discussed in Chapter Il, the Oy was chosen as the SOA software
suite for test and evaluation in the TACFIRE reskaiortal. OCS 10g provides a robust
array of web services, the majority of which areessible through a web browser [28].
Deployed users can collaborate and exchange intmmeeal-time by simply accessing
the OCS services via a browser. These charactaristade OCS 10g an ideal candidate
for the TACFIRE portal. The TACFIRE portal, usingetOCS 10g software suite as its
test model, had been successfully deployed anéddst TRIDENT WARRIOR 05,
TRIDENT WARRIOR 06, and TRIDENT WARRIOR 07 fleetexises [6], [21], [22].
TRIDENT WARRIOR 05 testing proved that remote OQX) kervers located stateside
could provide services to client workstations ofpshunderway (operating from host-
based services on ships) [6]. OCS 10g’'s succeasl#CFIRE SOA prototype provides

justification for its selection as the SOA softwartete to use in this project.
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B. OCS APPLICATIONS DEPLOYED

The following applications of the Oracle Collabawat Suite (OCS) 10g, version
10.1.2, were deployed and tested in the Monteregui@g Architecture (MYSEA)

multilevel testbed:

. Oracle Web Mail (web browser)

. Oracle Content Services: “Oracle Drive” (rich mediant)

. Oracle Content Services (web browser)

. Oracle Calendar (web browser)

. Oracle Workspaces (web browser)

. Oracle Discussions (web browser)

. Oracle Real-Time Collaboration (RTC) Instant Megg#n(rich media
client)

. Oracle Real-Time Collaboration: Web Conferencinglfviarowser)

A description of each of these Oracle applicatisresented on Table 1, located
in Chapter II. The items to the left of the appiioas listed in parenthesis (e.g., web
browser and rich media client) are the tools useadcess the associated OCS 10g

service.

To simplify the testing process, all of the OCS laggpions deployed (with the
exception of the Oracle Real Time Collaborationtdns Messenger component and the
Oracle Content Services “Oracle Drive”) were wekdzhapplications that connected to
the OCS via the OCS 10g HTTP Server (Port 80) [RR]]. This reduced the number of
client applications required for testing to (a) iagke web browser (either Internet
Explorer 7.0 or Mozilla FireFox), and (b) the twovehloadable plugin applications, RTC
Instant Messenger and the Content Services “Ofale”. Hypertext Transfer Protocol
over Secure Socket Layer, or HTTPS (Port 443), mesconfigured on the OCS server
due to the complexity of the configuration task][4Donfiguration of an OCS server for
HTTPS is non-trivial and must be initiated at thegimning of the OCS software

installation. It has been deferred for future work.
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In addition to testing the services listed abotés experiment included a simple
‘email exchange’ test between the OCS Sever anéxégrnal mail server using the
Simple Mail Transfer Protocol (SMTP) [41]. The OC$ftware suite has the
functionality to exchange email with another, emédrmail server. Th&MTP In and
SMTP Out port settings in the Protocol Server on the OC$ligptions Tier (see Figure
3 in Chapter Il for a layout of the Application Tieomponents) are reconfigured to
match those of the external mail server [39]. Téitirsys associated with these ports can
be changed using the Oracle Application Control <oty a browser-based configuration
tool resident on the OCS Server [27], [39]. Theudated SIPRNet enclave of the
MYSEA environment included a Linux operating systeased SMTP server that had
been successfully implemented and tested on thelaied multilevel testbed for access
via the XTS-400 [8]. For the OCS Server to exchaag®il via SMTP with this pre-
existing Linux server, only the OCS Server woulckché¢o be configured. The Linux
based SMTP server would require no changes. Theredorors encountered in SMTP
testing would be due to problems at either the G€&er or the proxy server (the XTS-
400).

C. OCS APPLICATIONS NOT DEPLOYED

The following applications of the Oracle Collabawat Suite (OCS) 10g, version
10.1.2, wereneither deployed nor tested in the Monterey Security Architecture
(MYSEA) multilevel testbed:

. Oracle Voicemail and Fax

. Oracle Mobile Collaboration

The Oracle Voicemail and Fax application of the QXD required the existence
of a Private Branch Exchange (PBX) to function [43B]. Since the MYSEA multilevel
testbed did not have a PBX, this application was inplemented. Also, since the
Voicemail and Fax OCS application is not a web-taspplication, even had a PBX
existed in the MYSEA multilevel testbed, this apption would be beyond this project’s

scope.
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The Oracle Mobile Collaboration application of tB€S 10g provides a variety
of mobile services for mobile phones, Blackberg$martphones and Personal Digital
Assistants (PDAs), including Mobile Push Mail andidle Collaboration [26], [27].
Since the MYSEA simulated multilevel testbed pr@ado interface for any of these
devices, this application was not implemented.

D. SUMMARY

The implementation discussed in the chapter suppartset of applications
sufficient to demonstrate the proof of conceptipertt to this project: the integration of a
SOA into a multilevel secure environment. The SOdftware suite and specific
applications selected for use in this project méstshigh level requirements outlined in
Chapter 3. Also, the SOA software suite utilizéw ©OCS 10g, was chosen because it has
been successfully implemented and tested for useS#3A web service portal in the fleet
[6], [21]. The next chapter details the functiotedt plan based on this implementation
and the test results.
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V. TESTING AND RESULTS

This chapter describes both the test design andefteresults obtained in this
experiment. As discussed in Chapter IV, this expent seeks to conduct proof-of-
concept testing on the services of a Service-GeteAtrchitecture (SOA) software suite
integrated into a multilevel secure environmente Tilst section of this chapter discusses
the functional test plan that was developed fog fhbject. The second section describes
the test results observed when the SOA server westlg connected to the clients via a
single switch. The third section details the testuits observed when the clients were

connected to the SOA server via a multilevel pregger (an XTS-400).
A. FUNCTIONAL TEST PLAN OVERVIEW

This section includes the functional test planizei for this experiment. Testing
the OCS 10g software was accomplished in two stagesfirst stage sought to establish
a baseline of ‘expected results’ for selected O@$lieations. The second phase of
testing determined if selected OCS services coufdttfon in the simulated multilevel
environment (across a single level), and if thedeld services were interoperable with
existing identical application servers (ex. Similail Transfer Protocol) residing on the
simulated SIPR enclave of the MYSEA multilevel best. All experimentation was
conducted in Glascow EAST, Room B04, at the Nawakdgraduate School.

The OCS applications were tested individually fdreit own specific
functionality. As detailed in Appendix B, each apation was tested using the simplest
testing required to verify its functionality. It @hld be noted that the individual Oracle
applications retain the ability enrich the useaboration environment by reaching out
and utilizing the other Oracle applications witkiie OCS software suite. To simplify and
limit the scope of such ‘cross-application’ testitlge Oracle Workspace application was
the only application tested.
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The procedures to install these components areinedtlin Appendix A,
Installation Procedures. Prior to both stages stirtg, all of the hardware listed in Parts 1

through 4 of this Section was assembled and coedect
B. COMPONENTS USED IN TESTING

This section describes the components used imgesthe first part explains how
the OCS software was deployed. The second pamisies how the clients used in this
experiment were configured. The third and fourthtpériefly describe the XTS-400
server and the Linux mail server utilized in them®l stage of testing, respectively.

1. Deployment of the OCS Software Suite

The Oracle Collaboration Suite 10g Release 1 (2PMas installed on a single
computer running Windows Server 2003 (Service Paakstalled). Although the OCS
10g software could have been installed on a computening a Linux-based operating
system, Windows was chosen based on the instafiezigous experience with Windows
operating systems. This platform was a Dell Dimengi600 with a Pentium IV 3.0 Ghz
processor, 2 GB of RAM, 20 GB of available hardvdrspace, an input jack for a
microphone, an input jack for headphones, and avd&t Interface Card to support an
Ethernet connection. Additionally, two browsers &enstalled on the OCS Server:
Internet Explorer 7.0 with the Java Runtime Envinemt Version 6, Update 3 plugin,
and Mozilla FireFox 2.0.0.11. It met the minimunmrdware specifications to run the
Oracle Collaboration Suite on a machine running dims Server 2003, as described in
the Oracle Collaboration Suite Installation Guidg 1.0.1.2 [27]. This computer, labeled
‘OCS Server’ in testing, was also setup as a standaerminal server. No server roles
were configured in Windows Server 2003. The Or&tenespace in the Oracle Internet
Directory is specified asisrlabmlistestbed3.com

2. OCS Clients

The clients used in this experiment were referedd ‘OCS Client 1" and ‘OCS

Client 2." Both were Dell laptop computers runniligindows XP (Service Pack 2
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installed); each had a Pentium Ill 1.0 Ghz procesk@B of RAM, 10 GB of available
hard drive space, an input jack for a micropharejnput jack for headphones, and a
Network Interface Card to support and Ethernet ectian. Both OCS Clients had the
same web browsers installed as the OCS servemrnétitéxplorer 7.0 with the Java
Runtime Environment Version 6, Update 3 plugin, anazilla FireFox 2.0.0.11. To
support a single level connection across the reulil testbed, both clients also had the
Virtual Trusted Path Extension Device executable ficbe.exe ) installed on the
Windows desktop. This component, also known as ‘Wigual TPE, is a software
application that exhibits the same functionalityaasiardware Trusted Path Extension
(TPE). As a functional prototype, it does not aljuprovide a true extension of the
trusted path between the XTS-400 server and theusted client (in this experiment,
OCS Client 1 and OCS Client 2). After starting Mietual TPE application, the user
presses the SAK, establishes communication wittMM&EA server, and then selects a
session level. For the purposes of this experimién®, user selects the session level
corresponding to the simulated SIPRNet enclave: SIFCRET. From that point on, the
user’s requests from the untrusted client will beognized by the XTS-400 as those of

the session level selected on the Virtual TPE[B]],
3. XTS-400 Server

An XTS-400 server running STOP 6.1 operating systeam configured to serve
as the proxy server for the OCS Clients to acdessérvices on the OCS Server [8]. The
XTS-400 included two Network Interface cards. THéSDClients used the XTS-400 as a
proxy server, sending requests to the OCS Senaerthe XTS. Note: the XTS was
configured to only allow Port 80 and Port 25 regsiéiom the OCS Clients to reach the
OCS Server via Virtual TPE single level connectiddther IP Ports (e.g., Port 443) were
not configured for use in this experiment. The X4t® was configured by the CISR
staff.
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4, Linux Mail Server

The simulated SIPRNet enclave of the MYSEA testimalfudes a Linux mail
application server. This mail server has been ssfally tested on SIM_SECRET as an
external mail server using the Simple Mail Tran$testocol (SMTP). Because of (a) the
existence of a working SMTP mail server on the M¥AStEestbed, and (b) the ease of
reconfiguring the OCS Server to exchange mail aithinux server, this protocol was

ideal for testing.

In this experiment, the OCS Server and the Linux Bkxrver were tested to see if
they could exchange email via Simple Mail Trans®otocol (SMTP). TheSMTP
Inbound and SMTP Outbound settings on the OCS Server Application Control
Console were modified to communicate with the LirMail server on the simulated
SIPR enclave. No configuration changes were mad&dacexisting Linux Mail server
residing on the simulated SIPR enclave. This test the first attempt to connect an OCS
application service (the OCS’ Simple Mail TrangReptocol) up to an existing, identical
application server (SMTP mail server) residing be simulated SIPR enclave of the

multilevel testbed.
C. TESTS

This section describes the two phases of testierg usthis experiment. The first
section discusses the first phase of testing, wtnerdDCS applications were tested with
the OCS Server directly connected to the OCS Gi€fite second section describes the
second phase of testing, where the OCS applicatiens tested at the single level using
the XTS-400 as a proxy.

1. Network Topology for Direct Connection Testing

In the first phase of testing, the OCS Server wasfigured to operate in an
intranet isolated from the simulated MYSEA multgdvtestbed. This initial stage
required an OCS server (labeled ‘OCS Server’) tacdmenected directly to two clients
(labeled ‘OCS Client 1’ and ‘OCS Client 2’) via mgle switch. The OCS server was
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initially configured with an IP address and domaame specific to the simulated SIPR
enclave of the multilevel testbedsflabmistestbed3.com ). The results of this phase
were intended to provide a baseline of what to exfrem a correctly functioning OCS
service in future testing. Neither the XTS-400 sermor the Linux mail server were
utilized in this phase. The hardware deploymenttfos configuration is depicted in

Figure 6.

[ MLS Controlled Environment J

[N
~
Netgear FS 108
Fast Ethernet Switch

3

OCS Server OCS Client 1 OCSs Client 2
(Single SOA Server)

Figure 6. Network Topology for Direct Connectionsiliag

As outlined in Appendix B, the following applicatis of the Oracle Collaboration
Suite (OCS) 10g, version 10.1.2, were tested whike OCS Server was directly
connected to OCS Clients:

. Oracle Web Mail (web browser)

. Oracle Content Services (web browser)

. Oracle Content Services: ‘Oracle Drive’ (rich mediant)
. Oracle Calendar (web browser)

. Oracle Workspaces (web browser)
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. Oracle Discussions (web browser)

. Oracle Real-Time Collaboration: RTC Instant Messenfrich media
client)
. Oracle Real-Time Collaboration: Web Conferencinglfviarowser)

The results of these tests are discussed in Sdotafrthis Chapter.

2. Network Topology for Testing the OCS Services ahe Single Level
using an XTS-400 as a Proxy

In the second phase of testing, an XTS-400 seraarimcorporated to serve as a
proxy server between the clients and the OCS seller second phase determined if
select OCS services could function in a simulatedtiravel environment, although at a
single level. Once a connection was establisheddsat the OCS Clients and the OCS
Server, the selected OCS services were testedltRes$uhis testing were compared to

the ‘expected (service) results’ garnered durirggfitst phase of testing.

Additionally, the XTS-400 server was connected tiaraux Mail server residing
on the simulated SIPR enclave. Further discussgarding simulated multilevel testing
with this server is detailed in Part 4 of SectionnAthis chapter. Figure 7 details the

network topology employed for this phase of testing
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Figure 7. Network Topology for Simulated MultilevEésting

As outlined in Appendix B, the following applicatis of the Oracle Collaboration
Suite (OCS) 10g, version 10.1.2, were tested atgleslevel in this experiment:

. Oracle Web Mail (web browser)

. Oracle Content Services: ‘Oracle Drive’ (rich mediant)

. Oracle Content Services (web browser)

. Oracle Calendar (web browser)

. Oracle Workspaces (web browser)

. Oracle Discussions (web browser)

. Oracle Real-Time Collaboration: RTC Instant Messgnfyich media
client)

. Oracle Real-Time Collaboration: Web Conferencinglfviarowser)

. SMTP mail exchange (with Linux server)

The results of these tests are discussed in Setmfrthis chapter.
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D. TEST RESULTS

This section details the results of the experimenie functional tests performed
with the OCS Server directly connected to the OQi®n€ established a baseline of
‘expected results.’” If a particular OCS applicatioid not work in this (‘Direct
Connection’) implementation, then it was not expdcto work with at the single level
with the XTS-400 serving as a proxy. Following cdetion of the Direct Connection
testing, the network topology was rearranged (asvehn Figure 5) and the applications
were tested again. With the exception of the RT&tamt Messenger and Content
Services ‘Oracle Drive’ rich media clients, alltbe other Oracle applications were tested
via web browser links on the Oracle Collaboratianité& Portal page, as illustrated in
Figure 8. (Note: This page is referenced by twofeddnt names in the Oracle
Documentation. The Collaboration Suite Portal pagdso known as the Single Sign-On
(SSO) Page in the Oracle Collaboration Suite Adstiator's Guide 10g Release 1
(10.1.2) [26].) A detailed description of the tgsbcedures is available in Appendix B.
Analysis of the test results will be provided inapker VI.
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Figure 8. Oracle Collaboration Suite Portal witiks to Oracle applications.

1. Oracle Web Mail (web browser)

The Oracle Mail application performed as expectedoth OCS Clients directly
connected to the OCS Server. The Oracle Web Mailicgiion could be accessed via a
web browser, and successfully sent an email toha&noOracle User Account (as
described in Appendix B). Both the FireFox browserthe Internet Explorer browser on
the clients worked successfully. Multiple Oracleenss sent, received, replied, and
forwarded both simple text emails (‘The Quick Bro#wox Jumps Over the Lazy Dog’),
and emails with attachments (a Portable Networlapfiic [PNG] image file showing a
screen capture of the OCS Server's home portal], [B®]. Searching the Oracle
Corporate Directory inside the Oracle Mail applicat for known users was also
successful.
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Single level testing of the Oracle Mail Applicatianth the XTS-400 serving as a
proxy yielded results nearly identical to those estded in direct connection testing.
However, one peculiar error was noted during tgsitnthis configuration. An anomaly
was observed during the generation of new ematisarOracle Mail application. When a
new email was generated, the text box of the Ordad browser window included
HTML source code. Figure 9 is a screen capturehisf érror. Nonetheless, messages
constructed in this manner were transmitted anckived correctly; the received
messages (that were generated with this errorhdiddisplay the HTML code, and the
text received in the email mirrored the text s&#]] The Oracle Mail Administrator’s
guide revealed that the format of such messagekl dmi changed from ‘HTML’ to
‘Plain Text’ using the ‘Format’ toolbar in the OtadNeb Mail application [39]. It was
noted that erroneous email messages had been tpehevih the ‘HTML' format
selected When the format of the Oracle Web Mailsagses was changed from ‘HTML’
to ‘Plain Text,” the anomaly ceased to exist: dlthree ‘Plain Text’ messages created did
not include the HTML source code.
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Figure 9.

2.

Oracle Collaboration Suite Mail Applicatiwith HTML code in the text

of a new email message.

Oracle Content Services (web browser)

The Oracle Content Services application performedexpected on both OCS
Clients directly connected to the OCS Server. Thaclé Content Services application
could be accessed via a web browser, and a file suasessfully uploaded from the
client’'s desktop file directory into the Oracle Ws$elder (as described in Appendix B).
Both the FireFox browser, or the Internet Explobeowser on the clients worked

successfully File directories were constructed, nede directories could be shared with
specific users or user groups [26], [32]. ImagesfilPNGs) and text files (.txt) were
uploaded and downloaded into/from public directmrierivate directories, and existing
workspaces. Files of both types could be lockedumocked by users. The Content

Service Search function worked as expected; specdntent shared between emails,
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image files, text files, and workspace documentsictcall be found. For example, a
search of all directories for the word ‘FireFoxvealed all four files located on the
Oracle database: a PNG image file titled ‘FireFOVE? an email titled ‘FireFox,” and a
Microsoft Office Word 2003 document titled ‘FireFbguccessful.

The Oracle Content Services web browser applicatipaerated without error
when tested XTS-400 as a proxy. The test resulthignconfiguration were identical to

those observed when the clients were directly cotedeto the OCS server.
3. Oracle Calendar (web browser)

The Oracle Calendar application performed as erpeon both OCS Clients
directly connected to the OCS Server. The Oracler@ar application could be accessed
via a web browser, and could be used to set anirppent (meeting) on the Oracle
User’s calendar (as described in Appendix B). BothFireFox browser, or the Internet
Explorer browser on the clients worked successfilllgpointments between individual
users, appointments establishing web conferencesthee scheduling of tasks were all
completed without error [26], [32]. Email notificah of calendar appointments worked

as expected.

When Oracle Calendar was tested on the OCS Cligsitgy the XTS-400 as a
proxy, the results were identical to those obserwdten the clients were directly
connected to the OCS server. The application operatthout error in this configuration.

4, Oracle Real-Time Collaboration: Web Conferencingweb browser)

The Oracle Real Time Collaboration Web Conferenapplication performed as
expected on both OCS Clients directly connecteth¢oOCS Server. The Oracle Real-
Time Collaboration Web Conferencing applicationlddoe accessed via a web browser,
and could be used to create an instant web corder@s described in Appendix B).Both
the FireFox browser, or the Internet Explorer breman the clients worked successfully.
Once a conference was started, users could chakg slocuments, delegate and transfer

speaker/presenter roles, transfer control of twin client workstation to other users, use
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the Oracle-based electronic whiteboard, and comeatmivoice information from user to
user via Voice Over Internet Protocol (VOIP) [260], [32].

The Oracle Real Time Collaboration (RTC) Web Coereing application did
not function correctly when tested on the OCS QGéiamsing the XTS-400 as a proxy.
Although conferences could be scheduled in the I®r&alendar, an error message
stating ‘System Error: Unable to connect to theveserwould appear when the user
attempted to launch a conference. Instant web cemées had the same error message.
Figure 10 provides a screen shot image capturei®RTC error. The Diagnostic Test in
the Oracle RTC application New User configuratiansole stated that, although the
system was properly configured, the connectivitthwihe OCS server was inadequate to

maintain a web conference [26], [30]. Figure 11lvites a screen shot image of the RTC
Diagnostic Report recorded.
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System Error (Unable to Connect).
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System Information

System ID U3MSG-TOHIQ-AUKIE-QUB2D-UCEI2
Computer Name OCSCLIENT1

User Name OCSCLIENT1\Administrator

Central Processor Genuinelntel x86 Famiy 15 Model 2 Stepping
Processor Speed 3056 MHz

Number of Processors 1

System Memory 1023 MB

Operating System Windows XP Service Pack 2

Screen Resolution 1400x1050, 32 bpp

¥ DirectX s.0

- Display Drivers

- Video Codecs

# - Browser Internet Explorer 6 Service Pack 1

Compatibility

'+ - RTCCOOL Passed
'+ - RTCC002 Passed
'+ - RTCCO04 Passed
'+ RTCCO11 Passed
+ RTCCO12 Passed
+ RTCCO13 Passed
+- RTCCO14 Passed
#- RTCCO15 Passed

Connectivity

= mu-direct Faied
0:00:01.502 Connecting to ocsserver.cisriabmistestbed3.com:2400
0:00:01.512 Name resolved to 192.168.101.160
0:00:01.512 MX returned error OXFOFFFFFF
0:00:01.512 Connection faled (0x80044006)
= https-direct Faied
0:00:01.512 Connecting to ocsserver.cisrabrmistestbed3.com:443
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0:00:02.423 Connection falled (0x8007274D)
= https-tunnel Faied
0:00:02.423 wininet.dll version 7.0.6000.16544
0:00:02.433 WinInet API version 1.2
0:00:02.453 Caling DetactAutoProxyUr()
0:00:04.837 DetectAutaProxylrl() failed (0x00000480)
tl| | _»I_I
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Figure 11. Oracle Collaboration Suite Real Timel&miration (RTC) Diagnostic
Report with Connectivity Failure.

5. Oracle Real Time Collaboration: Instant Messenge (rich media
client)

The Oracle Real Time Collaboration Instant Messemgé media client could
not connect to the OCS server from either a cli@@S Client 1 or OCS Client 2), or the
OCS Server itself. Since this application could hetmade to function on the clients
directly connected to the server, this applicatiaas not tested using the XTS-400 as a
proxy. Section A of Chapter VII provides a furthdiscussion regarding why this

application was not tested in the second phasestihg.
6. Oracle Workspaces (web browser)

The Oracle Workspaces application performed asa&gdeon both OCS Clients

directly connected to the OCS Server. The Oraclekdfmces application could be
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accessed via a web browser, and a workspace ceutnleated for the Oracle User (as
described in Appendix B). Both the FireFox browserthe Internet Explorer browser on
the clients worked successfully. File content idiwdual workspaces could be added or
removed. Multiple users could be assigned to a sgake, and access roles assigned to
different users could be changed or revoked [26lerhctions between the Oracle
Workspace application and these other (Oracle)iegipins in this configuration were
transparent and seamless; the other Oracle apphsatunctioned as designed when

utilized by the Oracle Workspace application.

For the most part, Oracle Workspaces functioneekpsected when tested on both
clients at the single level while using the XTS-46€rver as a proxy. Workspace
administrators could add/remove file content, mbstussions, assign users, modify user
access roles, schedule conferences, and send vaftoail notifications to workspace
members. The only error was associated with startimeb conferences inside
workspaces. As noted in the part 4 of this Sectwsl) conferences scheduled inside a
particular workspace would fail at startup. Theoemessage ‘System Error: Unable to
connect to the server’ would appear when a useldvatiempt to join a scheduled web

conference.
7. Oracle Discussions

The Oracle Discussions application performed agebeol on both OCS Clients
directly connected to the OCS Server. The Oraclscidsions application could be
accessed via a web browser, and could be usedrtaastliscussion thread in an existing
Oracle User workspace (as described in AppendixBB}h the FireFox browser, or the
Internet Explorer browser on the clients workedcegsfully. Users posted messages,

shared files, replied to existing threads as exquk[26].

The Oracle Discussions application operated witleordr when tested at a single
level while using the XTS-400 as a proxy. The testults in this configuration were

identical to those observed when the clients weeetly connected to the OCS server.
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8. Oracle Content Services: ‘Oracle Drive’ (rich mélia client)

The Content Services ‘Oracle Drive’ rich media a&milon performed as
expected on both OCS Clients directly connecteithécOCS Server. The ‘Oracle Drive’
downloadable application was installed successfutlyoth clients, and could be used to
upload a file from the client's desktop file diregt into the Oracle User folder (as
described in Appendix B). File directories couleldpened, and image files (PNGs) and
text files (.txt) were uploaded and downloaded /inbon public directories, private
directories, and existing workspaces [26], [32].

The ‘Oracle Drive’ also operated without error whested at a single level while
using the XTS-400 as a proxy. The test resultshia tonfiguration were identical to

those observed when the clients were directly cotedeto the OCS server.

9. SMTP Mail Exchange (with Linux server)

Prior to single level testing, the OCS Server cowdtl be configured to exchange
email with another (directly connected) externalvee using Simple Mail Transport
Protocol (SMTP) on Port 25 [39], [41]. The SMTP_dnind and SMTP_Outbound relay
settings were modified on the OCS Server to incluttee domain name
(ocsserverl.cisrlabmistestbed3.com) of anotherticENOCS Server, ‘OCS Serverl.’
These settings were modified using the Mail Apgiaapage on the Oracle Application
Control Console portal. After modification, a sira@mail test was conducted using the
Oracle  Web Mail application.  An Oracle user on ecgsrl

(cprince@ocsserverl.cisrlabmistestbed3 )cwould attempt to send email to an Oracle

user located on ocsserveamn(gilkey@ocsserver.cisrlabmistestbed3.robnfortunately,

the sending server (ocsserverl) could not connébttive receiving server (ocsserver).
An error message would appear, stating ‘Error Sendlessage. Could not connect to
SMTP host, Connection refused.” The error messapeared again when the servers
changed roles (ocsserver attempted to send an @r@ikserverl). Figure 12 provides a
screen shot image of the Oracle Web Mail error agssobserved. The Oracle Mail
Administrator's Guide indicated that the ‘relayelid was not configured correctly on the

receiving server's SMTP_Inbound Mail Application i@ml Console page [33]. The
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SMTP settings were rechecked, and appeared torbectaccording to the Oracle Mail

Administrator's Guide. Unfortunately, subsequemneses yielded the same error message.

Since the OCS Server could not be properly confiduto exchange email with an

external server using SMTP, this test was not cotedliat a single level using the XTS-
400 as a proxy.
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Figure 12. Oracle Collaboration Suite Simple Ma#fsport Protocol (SMTP)
Connection Refused.

E. SUMMARY

This chapter presented the components testedytioéidnal test plan, and the test
results in support of this project’'s proof of coptethe integration of a SOA into a
multilevel secure environment. All tests were coetgdl, and a high-level description of

the results was recorded in Section B of this arapfhese results are evaluated and

interpreted in the next chapter.
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VI. ANALYSIS AND DISCUSSION

This chapter has two purposes: to provide an aisabfsthe experiment’s test
results, as described in the previous chapteratsuito discuss some of the design and/or
configuration issues that were noted during ingtalh and testing. The first section of
this chapter is devoted to analysis of the tesiltesThe second section describes some

of the issues noted in this experiment.
A. ANALYSIS OF TEST RESULTS

This section provides an analysis of the test tesals detailed in the previous
chapter. The discussion in this section is divided two parts, one for first phase of
testing (‘direct connection’ testing), and a secqadit for the subsequent testing phase

(single level testing, using the XTS-400 as a pyoxy
1. Direct Connection Testing Analysis

This phase of testing was expected to have fewgnif errors, since it was
conducted on an OCS server directly connected to diients, and was isolated from
other external applications, application servergl/a network traffic. As described in
the previous chapter, the only OCS application comept to fail in this phase of the

testing was the Real Time Collaboration Instant $éeger client (or ‘RTC Messenger’).

At this point, it was also noted that the OCS Sewauld not be configured to
exchange email with another (directly connected¢mmal mail server using Simple Malil
Transport Protocol (SMTP) on Port 25. A successfuhil exchange of this kind would
be beneficial to the MYSEA testbed. The simulatéeRNet enclave of the MYSEA
environment included a Linux operating system-baS&TP server that had been
successfully implemented and tested on the sinulilateltilevel testbed for access via
the XTS-400 [8]. Given that (a) this test was alggihe scope of the original function
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test plan in Chapter Ill, and (b) the SMTP settingald not be configured while directly
connected, this test was not conducted at theeslagel using the XTS-400 as a proxy. It

has been reserved for future work.

Although it would have been an added benefit toetkigeriment to have this third
party client operational, this failure did not afféhe proof of concept goal of this project
since it (a) utilized a TCP/IP protocol outside thenfiguration settings of the
experiment, (b) contained a protocol that was nahaatory per DoD SOA standards,
and (c) had little bearing on future ‘next genenatiSOA designs [4], [36], [37], [40].

As discussed in Section B of Chapter IV, the RTCs8#émger was one of two
application components deployed for testing thas wat HTTP-based (the WebDav-
based ‘Oracle Drive’ rich media client was the otbgception). The RTC Messenger
client was built on the Jabber Instant Messeng@}. [Babber is an open source instant
messaging application based on the Extensible Maggand Presence Protocol (XMPP)
[42], [43]. As described in RFC 3920, “XMPP is aofarcol for streaming Extensible
Markup Language (XML) elements in order to exchasgeactured information in close
to real time between any two network endpoints”][42MPP clients use Transport
Control Protocol (TCP) to connect directly to aveer typically over Port 5222 [42].
Even if this client was functional at this stagewould probably not function in later
phases of testing, since the OCS server was omlfigtwed to handle Port 80 (HTTP)
requests from the OCS Clients. Additionally, XMPRsanot listed as a ‘mandatory’
protocol in compliance with the SOA standards sethf by the DoD I.T. Standards
Registry [4]. In plain language, XMPP is not a regd to be a functional protocol for a
SOA operating in the DoD. Between the limitatiorfstlee experiment and the actual
DoD SOA compliance standards, additional troublethg and testing with this

application became unnecessary.

Randy Maule noted that the RTC Messenger was a&yetgal that was included
as a plug-in client for the Oracle Collaboratiornt&&®OA [40]. In this context, the term
‘legacy’ refers to the fact that the RTC Messengias an existing rich media client
added to the software suite of SOA applicationsCRiessenger was included to provide

additional functionality for the core XML-based &pptions built specifically as ‘SOA’
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components for the Oracle Collaboration Suite 18gy.( mail, discussions, content
services, etc.). He added that most of the legasgth OCS tools (like the RTC
Messenger) were categorized as end of lifecycldynts by Oracle [34], [40]. Support
for such tools would eventually disappear, as tiext generation’ Oracle SOA (which
will replace the Oracle Collaboration Suite 10g)whdbnot include legacy based RTC
tools [38], [40]. Tools like the RTC Messenger wbeither be redesigned as core XML-
based ‘SOA-components,’ or not included in the tngeneration’ Oracle SOA Fusion
Middleware release [36], [37], [40]. For these mress future experiments should use the
more comprehensive, ‘next-generation’ SOA as ibbees available (vice the OCS 10g,
which is at the end of its product life cycle) [40]

2. Analysis of Testing the OCS Services at the SilegLevel using an
XTS-400 as a Proxy

As detailed in the previous chapter, there were émwrors and anomalies noted
when the OCS Clients were tested in a single legafiguration while using the XTS-
400 acting as a proxy: (a) failure of the RTC aggiions (Web Conference and Instant
Conference to startup, and (b) the inclusion of HT®burce code in the body of a
newly-generated Oracle Mail email.

The reason why the RTC web conferencing applicatimmponents would not
function was discovered in the Oracle RTC Admiitgirs Guide [24]. The RTC
components would only function over a TCP/IP cotioecvia Hyper-Text Transfer
Protocol (HTTP) with Secure Socket Layer Encrypt{@SL) over Port 443. Since the
OCS Server was not configured to handle requests BMTPS (Port 443), an RTC
connection could not be established between the OlEaits and the OCS Server [24].
Figure 13 describes this limitation: in the diagrddser 3 can access the Oracle Real-
Time middle tier applications only via Port 443 whesing a proxy server over a TCP/IP

connection [24].

A remedy for this problem was not sought. As disedsin Chapter IV,
configuration of an OCS server for HTTPS is nomi#i and must be initiated at the
beginning of the OCS software installation [40].sé|J this reconfiguration would be
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outside the original scope of the test plan. Fourkiwork, OCS Servers utilized in the
MYSEA testbed should be initially configured for AFS (with 128-bit encryption) vice

HTTP, to both (a) meet the Defense Information &yst Agency (DISA) security

requirements for DoD web clients, and (b) to alldve Oracle RTC applications to
function [4], [30].
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Figure 13. Remote access of Oracle Real-Time Cailédlon Middle-tier
applications via HTTPS [from [24]].

The findings of this experiment indicate that thee applications tested should
function in the actual MYSEA testbed. Future itemag of this testing, should be
conducted over TCP/IP connections utilizing HTTP8evHTTP, to meet DISA’s
security requirements. Using HTTPS will also perrtiie use of the Oracle RTC
components. There is no reason why all of the @ragplications tested in this

experiment (including the RTC application composgshould not function in a similar
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configuration using HTTPS, particularly since theTS<400 servers have been
successfully configured and tested to act as aypogrr TCP/IP connections at Port 443
(HTTPS).

B. CONFIGURATION ISSUES

This section discusses configuration issues expegin this experiment. These
issues were specific to either (a) the installabbthe OCS software, or (b) to the system
performance of the OCS server itself. The issuesgnted were experienced using the
functional OCS Single Server configuration spedifie Chapter V.

Installation of the OCS software suite expended rfare time than initially
anticipated. Due to miscommunication regarding $pecificity of the OCS server’s

domain nameh(itp://ocsserver.cisrlabmistestbed3.gpthe first six installation attempts

failed. Other configuration issues increased thal time associated with the installation
to 42 hours expended. Appendix A (Installation Bohaes) was written specifically to
reduce future frustration and time associated Wighinstallation process. Charles Prince,
an engineer on the CISR staff, conducted an indiperverification of Appendix A. He
expended a total of 22 hours installing the sofevdue to issues associated with (a)
errors in the first draft of the Appendix, and {bg length of time required to install the
software. Future iterations of this experiment stiawote the nontrivial, significant time
required to install the software.

The system performance of the OCS server, whilenttal to the success of the
experiment, could be described as ‘sluggish,’” at.bEhe hardware chosen as part of the
functional test plan, as described in Chapter D¢l Dimension 4600 with a Pentium IV
3.0 Ghz processor, 2 GB of RAM, 20 GB of availablard drive space) met the
minimum requirements for a Windows Server 2003 erwack 2 Single Server
configuration, listed in the Oracle Collaboratiounit® 10g Installation Guide: ‘at least 2
GB of RAM, 17.6 GB of available hard drive spacegd @ Pentium 2 Ghz processor or
greater [27]." During the installation of the soéixg, the OCS installation software
reported: ‘system hardware requirements met [2Fpllowing installation of the
software, the system performance of the OCS sealwgraded significantly, particularly
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in processes associated with the OCS softwaref.itBgpending on how long the

components of the OCS had been running, the O@clboration Suite Portal page
would frequently take one to two minutes to load am OCS Client. Worse, some
applications would fail to load if the OCS compotsehad been running for more than
eight hours. For example, after leaving the OCSesecomponents up and running for
more than 48 hours, the Oracle Mail application Mfomot load. After performing a

manual shutdown and restart of both the OCS Infregire and the OCS Application
Components, the Oracle Mail application functioredrectly. These problems were
attributed to insufficient RAM [40].

Because of the apparent lack of RAM, another peréorce issue was noted in
relation to Windows Page File sizes. After instgllithe OCS software, the Windows
operating system displayed a warning that the dief@ual page file employed by the
system (3069 MB) should be increased to 4096 MBerAthe page file size was
increased (as detailed in Figure 14), the warnoegsed to arise; system performance,
however, remained slow and did not improve measyr&@{jter observing these issues,
Randy Maule strongly suggested that future iteratiof this experiment utilize an

enterprise-class server with at least 4 GB of RAY] [
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Figure 14. Windows Page File (virtual memory) mmaifion on the OCS server.

C. SUMMARY

This chapter presented an analysis of the teslisdsom Chapter V, along with a
discussion of both installation and performanceiessassociated with the OCS server
used in this experiment. The test results analgsts encouraging and support future
development of SOA software in the MYSEA testbele Ppoints made in this chapter

reinforce the need for the future work describetheanext chapter.
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VIl. CONCLUSIONS AND FUTURE WORK

This chapter will state the project conclusiongj anggest possible work for the

future.
A. CONCLUSION

As described in Chapter lll, the goal of this tkesito determine the feasibility,
or proof of concept, of incorporating a web-bas€@RASsoftware suite into a multilevel
environment. This goal has been successfully aeldi¢hrough the integration of a SOA
software suite and its web-based applications entmpied segment of the MYSEA
testbed. The tests described in Chapter V confirtted the HTTP web browser
applications on an OCS 10g server are fully fumaloat a single level using an MLS
server (the XTS-400) as a proxy. Only one web besvagpplication did not to function at
a single level (Oracle Real-Time Collaboration)t this was because the OCS 10g server
was not configured for HTTPS (the Oracle Real-Tmmedle tier applications can only
be accessed via Port 443 when using a proxy semegra TCP/IP connection) [30]. The
findings of this experiment indicate that SOA webveser applications should function
in the actual MYSEA testbed.

B. FUTURE WORK

This section includes six major areas identifiedirdy this experiment that
warrant future work. These areas are: HTTPS suppomninection with an external SMTP
mail server, enterprise-class server deploymentltiqcamputer deployment, Oracle
(Next Generation) Fusion Middleware, and ‘MLS AW&8B©A applications.

1, HTTPS Support

As discussed in Chapter VI, OCS 10g servers utllize the MYSEA testbed
should be initially configured for HTTPS (with 128 encryption) vice HTTP, to meet
the Defense Information Systems Agency (DISA) seégcuequirements for DoD web

clients, and to allow the Oracle Real-Time Collation (RTC) web browser application
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to function [4], [30]. Since the XTS-400 serversiédeen successfully configured and
tested to act as a proxy over TCP/IP connectio®et443 (HTTPS), there is no reason
why all of the OCS 10g web browser applicationzl(iding the RTC web browser

application) should not function in a similar capfration using HTTPS. Future work

should include using HTTPS (instead of HTTP).

2. Connection with an External SMTP Mail Server

As discussed in Chapter V, the OCS 10g server cooldbe configured to
exchange email with another (directly connected¢mmal mail server using Simple Malil
Transport Protocol (SMTP) on Port 25 [13]. Enableng email exchange between an
external (SMTP) mail server and the OCS 10g semweuld be very beneficial
considering that there is a Linux operating sysbtewed SMTP server that had been
successfully implemented and tested on the sindilangtilevel testbed [8]. Future work
in this area might be simple, considering thatofady the SMTP settings on the OCS 10g
need to be modified, and (b) the OCS 109 serveriges a browser-based control panel
(the Oracle Collaboration Suite Application Cons@Glentrol) to change or reconfigure
SMTP_Inbound bothSMTP_Outbound [39]. Future work should include testing the
OCS 10g server with an external SMTP mail server.

3. Deployment of the OCS Software Suite: Enterprise-GIss Server

As noted in Chapter VI, the performance of the OUOX server, although
adequate, was less than desirable. Future singi@wer deployments should utilize an
enterprise-class server with at least 4 GB of RAMI [

4, Deployment of the OCS Software Suite: Multi-computeDeployment

As described in Chapter Il, there are several rualthputer deployment options
with the OCS 10g software suite. These multi-corapebnfigurations deploy the key
Oracle components (the Oracle Applications Tiee tracle Internet Directory, the
Oracle Database, and the Oracle Infrastructure) ietween two or more computers.
[16]. The Oracle Deployment Guide recommends thmea#i-computer configurations
for user groups greater than 1,000 [28]. Futureatikens of this experiment might

consider deploying the OCS 10g (or other) softwarete in a multi-computer
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configuration, especially since the TACFIRE reskaportal has been configured in a

multi-computer configuration to meet the demanthaje numbers of users.
5. Oracle Fusion Middleware

As described in Chapter Il, the next evolution leé Oracle Application Server
(Oracle Fusion Middleware) will unify all of the @usle applications under a single set of
‘web-service’ based standards [36], [37], [40]. ARabohally, this  ‘application
unification’ will now provide users with web sereitools identical to those provided in
Web 2.0 technology [38]. Future iterations of taiperiment should implement Oracle
Fusion Middleware to test these web service tauis, to take advantage of the fact that
there will be no residual legacy based applicatitike in OCS 10g) [40].

6. ‘MLS Aware’ SOA Applications

As discussed in Chapter II, several protocols hbeen hosted on MLS high
assurance servers as ‘MLS Aware’ applications. msite modifications allow these
applications to reside and function as single lepgglications on the MLS server itself. By
being ‘MLS Aware,’ the application is able to redmlwn to appropriate information at lower
security levels. SMTP, IMAP, and WebDAV are sometloé protocols that have been
adapted to be as ‘MLS Aware’ in the MYSEA testb&d, [8], [31]. Incidentally, these
protocols are all actively used by certain indnatl@CS 10g applications: both IMAP and
SMTP are used by the Oracle Web Mail applicatiord the Oracle File Content Services
uses WebDAV [33], [39]. Additionally, the OCS 10gftsvare suite provides a browser-
based control panel (the Oracle Collaboration S&gplication Console Control) to modify
and reconfigure the SMTP and IMAP settings of theéSO10g server. Creating an email
exchange between the ‘MLS Aware’ SMTP mail served the OCS 10g mail server might
be as simple as modifying the SMTP settings onQhecle Collaboration Suite Application
Control Console. Future iterations of this expentmaight focus on one of two goals: (a) to
analyze the requirements for creating either an BMbAsed or an IMAP based emalil
exchange between the ‘MLS Aware’ mail server ared@CS 10g mail application, or (b) to
determine what modifications should be made toeeithe Oracle Mail application or the
Oracle File Content application to make them ‘ML&ake’ applications actually capable of

residing on the MLS server.
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APPENDIX A:  INSTALLATION PROCEDURES

This appendix describes procedures for installmg @racle Collaboration Suite
(OCS) 10g, version 10.1.2, in the Monterey Secuhitghitecture (MYSEA) simulated
multilevel testbed.

Since testing the performance of the OCS applinatie not part of the analysis,
the OCS is installed as a Single-Computer InstaflatIn this Single Computer
configuration, the Oracle Database, the Oracle sppbns tier, and the Oracle
Infrastructure tier all reside on the same compuikis appendix follows the installation
procedures outlined in the Oracle CollaborationtéStnstallation Guide 10g Release 1
(10.1.2). File names and directory locations foecsfic Oracle installation files (Oracle
Database files, Oracle Infrastructure files, arel@racle Application files) are annotated
in this section. The Oracle Namespace in the Orbtkrnet Directory is specified as
cisrlabmistestbed3.com for correct operation in the MYSEA simulated

multilevel testbed.

Testing the OCS will occur in two phases. In thetfphase of testing, the OCS
server is initially configured to operate in arrantet isolated from the simulated MYSEA
multilevel testbed. In this setup, the OCS sersatiiectly connected to the OCS clients
via a single switch. This configuration is estdidid to check the correct behavior of the
OCS applications, and to establish an ‘expectedtidsr each OCS application prior to
simulated multilevel testing. In the second phafstesting, the OCS clients will access
the OCS server (and test the OCS applicationspviaultiievel secure XTS-400 server
acting as a proxy. This testing will establish thumctionality of web-based OCS
applications at the single level (on a simulated Siénvironment). Additionally, the
XTS-400 server will be connected to a Linux Maih& residing on the simulated SIPR
enclave. The OCS Server and the Linux Mail servir lve tested to see if they can

exchange email via Simple Mail Transfer ProtocdT®).

To eliminate moving hardware components multiphees,_allof the equipment

used in both phases of testing will be setup fiest, outlined in Section A: Initial
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Hardware Setup. Once the procedures in SectioreA@npleted, the OCS server will be
connected directly to the two OCS Clients via ajlgrswitch, as outlined in Section B:
Connecting the OCS Server Directly to the OCS @iedpon completion of testing the
OCS applications in this configuration (direct ceation testing), the OCS server will be
connected to the switch to which the XTS-400 isnemted, and the OCS clients will
connect to the OCS server via the XTS-400 as ayp(ese Section K: Connecting the
OCS Server to the Simulated MLS Environment).

Each section of this Appendix is dependent on previsections, and the
installation procedures should be followed in orflem start to finish. The Internet
Protocol (IP) addresses of the OCS servers and €@&Bts will be changed to suit
various test configurations. However, the IP adskssof the XTS-400 server and the
Linux Mail Server residing on the simulated SIPRlawe will not change. Instructions
for testing the individual applications (service$)the installed software are provided in

Appendix B: Test Procedures.

The instructions herein also reference the Sectienfion Key (SAK). The SAK
is invoked by a user at the virtual Trusted PatheBsion device on the client by
simultaneously pressing the ‘Ctl,’ the ‘Alt, andet ‘Print Screen’ keys. This process
permits special trusted commands specific to the&SMerver, including thel command

(which is used to set the security level of a patér session).

A. INITIAL HARDWARE SETUP

The installation steps listed in this section mdtlithe initial hardware setup to
support the test procedures described in AppendiXi® network topology consists of
five computers connected via three switches as showigure A, Network Topology

for Initial Installation, below.
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[ MLS Controlled Environment J

3

Linux Mail Server (SMTP)

] : G
~J | ~)
Netgear FS 108 Netgear FS 108
Fast Ethernet Switch Fast Ethernet Switch
(Switch 2) (Switch 1)
Virtual Virtual
TPE TPE
OCS Server XTS-400 0OCs Client 1 OCS Client 2
(Single SOA Server) (MLS Server)
Figure A. Network Topology for Initial Installation

The first two computers are labeled OCS Clientsl, mm Windows XP (Service

Pack 2 installed). Each of these computers willeh@t the minimum) a Pentium 11l 1.0
Ghz processor, 1 GB of RAM, 10 GB of available hdrive space, input jacks for a
microphone, input jacks for headphones, and anrigheconnection jack. Both OCS
Clients will have Internet Explorer 7.0 with thevdaRuntime Environment Version 6,
Update 3 plugin installed. Mozilla FireFox 2.0.0.&1also installed on both clients. All
installation procedures will use the Windowgministrator account for both OCS
Clients. OCS Client 1 and OCS Client 2 will bothvéaa ‘Virtual’ Trusted Path

Extension file {cbe.exe ), known as the ‘Trusted Computing Base Extension

program, installed on the Windows desktop.

The third computer is the OCS Server. The OCS Sewes Windows Server
2003 (Service Pack 2 installed). This computer hélve (at the minimum) a Pentium IV
3.0 Ghz processor, 2 GB of RAM, 20 GB of availdfided drive space, input jacks for a
microphone, input jacks for headphones, and a N#twaterface Card to support an

Ethernet connection. The OCS Server will have hderExplorer 7.0 with the Java
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Runtime Environment Version 6, Update 3 pluginafisd. Mozilla FireFox 2.0.0.11 is
also installed on this computer. All installatiomopedures will use the Windows
Administratoraccount for the OCS Server. This computer is setug/indows Server

2003 as a standalone terminal server, with no seoles configured.

The fourth computer (the MLS server) is an XTS-40@ning the STOP 6.1
operating system, including a minimum of two Netkvémterface cards. This computer
will be configured by the CISR staff.

The fifth computer is the Linux (SMTP) Mail servegsiding on the simulated
SIPR enclave of the simulated MLS environment. Beis/er runs Red Hat 9, and will be
configured by the CISR staff.

OCS Clients 1 and 2 are connected to the XTS-48Qha first switch (Switch 1
in Figure 1), a Netgear FS 108 Fast Ethernet switble XTS 400 is also connected to a
to a Linux Mail server, which serves as an extemall application server. This Mail
server serves as a simulation of the actual Linwail Berver residing on the simulated
SIPRNet of the MYSEA testbed.

Note: Third party virus scanners, spam blockers, arehfills, if present on OCS
Server, OCS Client 1 or OCS Client 2, should baldied. This is a requirement listed in
Section 2 of the Oracle Collaboration Suite Adnthaitor's Guide 10g Release 1 (10.1.2)
[17].

B. CONNECTING THE OCS SERVER DIRECTLY TO THE OCS CL IENTS

The installation procedures listed in this seciarline the steps to connect the
OCS Server to the switch where the OCS Clientgleed?rior to executing these steps,
the OCS Server should be powered down. See Fidgyréldtwork Topology for Initial
Installation, in Section A of this Appendix, for @escription of what the network

topology should look like prior to executing thesteps.
Step 1. Disconnect the Ethernet cable from the S&Ser to Switch 2.

Step 2. Reconnect the Ethernet cable from the Q&2®&6to Switch 1 (the switch

where both OCS Client 1 and OCS Client 2 reside).
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Step 3. Verify that the changes made in Steps U 2hresemble the topology
illustrated in Diagram B, Network Topology for DateConnection Testing, belowote:
The Netgear FS 108 Fast Ethernet Switch in Figure tBe same switch as Switch 1 in

Diagram A.
[ MLS Controlled Environment J

[N

~J

Netgear FS 108
Fast Ethernet Switch
OCS Server 0CSs Client 1 OCS Client 2
(Single SOA Server)
Figure B. Network Topology for Direct Connectionstiag (Network

192.168.101.X).

C. SETTINGS FOR THE XTS-400 MLS SERVER AND THE LINUX MAIL
SERVER

The IP Address for the XTS-400 MLS Server182.168.101.130 . The
CISR lab staff will configure the IP Address of th&S-400 server. During the MLS
testing, the XTS-400 will serve as the Proxy serfi®2.168.0.130 ) for the OCS
Clients. Since only single level testing (acrossghimulated SIPRNet) is conducted, these

settings do not change and remain static througiesting.

The IP Address for the Linux Mail server on the giated SIPR enclave is
192.168.101.2. The CISR lab staff will configure the IP Addredstire Linux Mail

65



server. Since only single level testing (acrosssihaulated SIPRNet) is conducted, these

settings do not change and remain static througiesting.

D. SETTINGS FOR WINDOWS AND WEB BROWSER APPLICATIONS
FOR DIRECT CONNECTION TESTING

Prior to installing the OCS software on the OCSv8erseveral changes will be
completed on the OCS Server and the OCS Clienss& hhanges include rewriting the
hosts file, modifying IP addresses, turning the Winddweewall off, and altering the
settings on both the Mozilla FireFox web browsed dne Internet Explorer 7.0 web
browser. The installation steps listed in this isectsupport the configuration
requirements for the Direct Connection Testing steptlined in Appendix B (for the
installation steps to configure the computers foc3vitesting, see Section G of this
Appendix). All of the procedures listed in this Bee are to be completed under the

Administratoraccount in Windows.

Step 1. Rewrite the IP addresses and domain nasted in the hosts file on the
OCS Server. Login as the Windows Administratorlfem®CS Server. Open the hosts file
located in the C:\WINDOWS\system32\drivers\etaediory. Replace the existing text
with the following

127.0.0.1 localhost.localdomain localhost
192.168.101.164 ocsserverl.cisrlabmistestbed3.com o csserverl
192.168.101.160 ocsserver.cisrlabmlstestbed3.com oc sserver

Note: Once thehosts file on the OCS Server has been configured, it mok

change through either Direct Connection Testing@ndLS Testing.

Step 2. Rewrite the IP addresses and domain nasted In thehosts file on
OCS Client 1 and on OCS Client 2. Login as the WimslAdministratoron OCS Client
1. Open thenosts file located in theC:\WINDOWS\system32\drivers\etc\
directory. Replace the existing text with the daling:

127.0.0.1 localhost.localdomain localhost

192.168.101.164 ocsserverl.cisrlabmistestbed3.com o csserverl
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192.168.101.160 ocsserver.cisrlabmlstestbed3.com oc sserver
192.168.101.161  ocsclientl.cisrlabmistestbed3.com o csclientl

192.168.101.162  ocsclient2.cisrlabmlistestbed3.com o csclient2
Repeat these actions on OCS Client 2

Step 3. On the OCS Server, open the Network Coimmactab in the Windows
Control Panel. Right click the Local Area Conneasidcon, and select ‘Properties.’ In
the window that appears, click on the ‘Internett®col (TCP/IP) icon, and click on the
‘Properties’ tab. Select ‘Use the Following IP Adss,” and depending on which

computer is being modified, set the IP addressksas:

. OCS Server (ORACLE) 192.168.101.164
. OCS Client 1 192.168.101.161
. OCS Client 2 192.168.101.162

Note: Table 2 provides a detailed description of thétlresses and the Default
Gateway settings on the OCS Clients and the OC%e6#&r both (a) when the clients
are directly connected to the OCS Server (Direatr@ction testing) and (b) when the
OCS applications are being tested at the singlel laging the XTS- 400 as a proxy

server.
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Table 2 IP Addresses and the Default Gateway gston the OCS Clients and the
OCS Server

Direct Connection Single Level Direct Single Level

Testing using XTS-400 Connection using XTS-400

IP Address as a Proxy Testing as a Proxy

IP Address Default Gateway Default Gateway

OCs 192.168.101.164 192.168.101.164 | 192.168.101.130 192.168.101.130
Serverl
OCS Clientl | 192.168.101.161 192.168.0.31 192.168.101.130 192.168.0.130
OCS Client2 | 192.168.101.162 192.168.0.32 192.168.101.130 192.168.0.130

In the ‘Subnet Mask’ field, ent&#55.255.255.0
field, enter192.168.0.130 (which is the XTS-400’s Proxy server address). da¢p
these actions on OCS Client 1, and OCS Client 2.

In the ‘Default Gateway’

Step 4. Ask the CISR Staff to verify that thests file on the XTS-400

includes the following entry:

192.168.101.164
Step 5. Open the Control Panel on the OCS Serveublg click the ‘System

ocsserverl.cisrlabmlistestbed3.com o csserverl

Properties’ icon, and then click ‘Computer Name.ha@ge the ‘Name’ field to
OCSSERVERIClick the ‘Change...’ button on the window. In thew window that

appears, make sure the ‘Workgroup’ radio buttoneuriflember Of:’ is selected, and
that the ‘Workgroup’ field includes the titWORKGROURbove the ‘Member Of:” area,
click ‘More,” and enterisrlabmistestbed3.com in the Domain field. Restart the

computer when prompted.

Step 6. Open the Control Panel on the OCS Cliemdlble click the ‘System
Properties’ icon, and then click ‘Computer Name.ha@ge the ‘Name’ field to
OCSCLIENT1 Click the ‘Change...” button on the window. In thew window that

appears, make sure the ‘Workgroup’ radio buttoneunflember Of:’ is selected, and
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that the ‘Workgroup’ field includes the titlWORKGROURbove the ‘Member Of:” area,
click ‘More,’ and entercisrlabmlistestbed3.com in the Domain field. Restart the

computer when prompted.

Step 7. Open the Control Panel on the OCS Cliematble click the ‘System
Properties’ icon, and then click ‘Computer Name.haBge the ‘Name’ field to
OCSCLIENTZ2 Click the ‘Change...” button on the window. In thew window that
appears, make sure the ‘Workgroup’ radio buttonearilember Of.’ is selected, and
that the ‘Workgroup’ field includes the titlWORKGROURbove the ‘Member Of:” area,
click ‘More,” and entercisrlabmistestbed3.com in the Domain field. Restart the

computer when prompted.

Step 8. On the OCS Server, open the Network Commasctab in the Windows
Control Panel. Right click the Local Area Conneasidcon, and select ‘Properties.’ In
the window that appears, click on the ‘Advancedb. ten the ‘Windows Firewall’ area,
click the ‘Settings’ tab and disable the Windowgefiall/ICS Service. This is a
requirement listed in Section 2 of the Oracle Gmilation Suite Administrator’'s Guide
10g Release 1 (10.1.2) [17].

Step 9. On OCS Client 1, open the Network Connesti@b in the Windows
Control Panel. Right click the Local Area Conneasidcon, and select ‘Properties.’ In
the window that appears, click on the ‘Advancedb. ten the ‘Windows Firewall’ area,
click the ‘Settings’ tab. In the window that appeaselect ‘Off (not recommended)’ and
click ‘OK.” Repeat these steps for OCS Client 2.

Step 10. Install FireFox 2.0.0.11 on both OCS @li# and OCS Client 2.
Double click the file labeledFirefox Setup 2.0.0.11.exe ' to begin the

installation.

Step 11. On the OCS Server, double click on the ilMoEireFox icon on the
desktop. On the FireFox menu bar, click ‘Tools,’daselect ‘Options.” Under the
‘Advanced’ section of the ‘Options’ bar, open thidetwork’ tab. Click ‘Settings,” and
select ‘Direct connection to the Internet.” ClicRK,’ the ‘Content’ tab on the ‘Options’

bar, and ensure that both ‘Enable Java’ and ‘Enddoascript’ are checked.
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Step 12. Repeat Step 8 on OCS Client 1 and OC&tQie

Step 13. On the OCS Server, double click on therhet Explorer 7.0 icon on the
desktop. On the Explorer menu bar, click ‘Toolsydaselect ‘Internet Options.” On the
‘Intenet Options’ tab, click ‘Privacy.” In the ‘Reacy’ area, uncheck ‘Turn Pop-up
Blocker On,” and set the ‘Settings’ bar to ‘Accéyt Cookies.’

Step 14. On the ‘Intenet Options’ tab, click ‘Adwead,” and ensure all of the

following boxes remaiminchecked

. Enable Integrated Windows Authentication
. Enable native XML HTTP support
. HTTP 1.1

. HTTP 1.1 thru Proxy Connections
. SSL 2.0
. Check for signatures on Downloaded Programs

Step 15. Click the ‘Internet Options’ tab (as ddseamt previously in Step 13).
Under ‘Connections,’ click ‘LAN Settings.” Checketflbox marked ‘Automatically Detect
Settings.” Uncheck the box labeled ‘use a proxyesefor your LAN.’

Step 16. Close the Internet Explorer window.
Step 17. Repeat Steps 12 thru 15 on OCS Clientl D& Client 2.

Step 18.0pen a command prompt window on the OCS Server, umedthe
commandping to verify connection between the OCS Server aedsthitch, and with
both OCS Client 1 and OCS Client 2.

ping 192.168.101.160
ping 192.168.101.161
ping 192.168.101.162
Repeat these actions on OCS Client 1 and OCS ient
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E. INSTALLING THE OCS 10G SOFTWARE ON THE OCS SERVER

The following procedures are designed to instadl @racle Collaboration Suite
10g on a computer (as a Single Computer Instaliatibhe steps of this section follow
the installation procedures outlined in Section $tarting the Universal Installer, and
Section 7.3, Using Advanced Installation for SinGlemputer Installation, of the Oracle
Collaboration Suite Installation Guide 10g Releag&0.1.2). All of the procedures listed
in this section are to be completed underAbeinistratoraccount in Windows.

Step 1. Using a computer connected to the WorldeWitkb, access the following
web site:

http://www.oracle.com/technology/software/producsditdocs/101 2winsoft.html

Step 2: In the center of the webpage, select ‘Acddpense Agreement.’
Download both OCS 10.1.2.2 ZIP files 0c6101220win_10f2.zip and
0cs101220win_20f2.z)pto an external hard drive with a USB connectiod at least 10

GB in free space (each file is over 1 GB in size).

Step 3. On the OCS Server computer, make a nevoliier called ‘Oracle’ in
the Program Files directory on the C: driv&\Program Files\Oracle ). Place
both ZIP files into the new ‘Oracle’ directory (eothe OCS software will not properly
install if both files are not located in the sanhe folder prior to extraction).

Step 4. Extract the ZIP first file ©:\Program Files\Oracle. Extract the

second ZIP file to the same directory.

Step 5. Install the Java Runtime Environment VergipUpdate 3 plugin on the
OCS Server, on OCS Client 1, and on OCS Clientaul® click the file labeledre-

6u3-windows-i586-p-s.exe ' to begin the installation.

Step 6. Find theetup.exe file in theC:\Program Files\Oracle directory,
and double click it. The executable file will chedystem requirements, display

properties, page file size and temp file directsing.
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Step 7. Select ‘Advanced Installation’ on the O@Xg Installer Welcome Page.
Then click ‘Next.’

Step 8. In the field labeled ‘Enter the full pathtbe source directory,” enter
C:\Program Files\Oracle\Stage\products.xml. Enterocs_home_1 in
the Name Field for Destination block. For the fpHth to the source directory, enter
C:\product\10.1.2\ocs 1. Click ‘Next.’

Step 9.Select ‘Oracle Collaboration Suite Infradinee and Applications,” and

click ‘Next.’

Step 10. On the Product-specific Prerequisite Ch@elge, click ‘Next,” and the
installer verifies system requirements such as nmgnatisk space, and operating system

version.

Step 11. On the Language Selection Screen, sdbacflish,” and click ‘Next.’
Click ‘Next’ again.

Step 12. A page subtitled “Collaboration Suite dstructure And Applications
Methodology” will load. The following will be inclded in a caption below the title:
‘These will be installed in the following order amdfollowing locations:... 1.

Oracle Collaboration Suite Infrastructure C:\pratil@.1.2\OCS_1\infra.... 2.
Oracle Collaboration Suite Applications (Middlerjiec:\product\10.1.2\OCS_1\apps.’
Click “Next”.

Step 13. On the list of Applications Components;hatk ‘Oracle Voicemail and
Fax,” ‘Voice Conversion Server.” Leave all the atlapplications checked, and click

‘Next.’

Step 14. In the Namespace field, entdc=cisrlabmistestbed3,

dc=com. Click ‘Next.’

Step 15. For the OCS 10g database, in the Globabaae Name field, enter
orcll.cisrlabmistestbed3.com. The System Identifier (SID) block should be
orcll . Set the directorto C:\product\10.1.2\ocs_1. Click ‘Next.’
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Step 16 Under the captions ‘Specify Database SchHemsawords’ and ‘Specify
Application Passwords,’ click the radio button ledok‘Use the same password for all

accounts.” Set the Database Schema Passwgabstword123 , and click ‘Next.’

Step 17. Set the Administrative Passwords (for bdnlfrastructure and
Applications) to password123. Note: the Administrator login for both the

Infrastructure and the Application Serversiae admin . Click ‘Next.’

Step 18. Under the caption * Specify Oracle Mailnfizon Information,” confirm
that cisrlabmistestbed3.com Is listed as the domain name of the email server,

and click ‘Next.’

Step 19. Verify that the default ports for the caments to be as follows:

. Oracle Internet Directory Port 389
. Oracle Internet Directory Port (SSL) 636
. Web Cache HTTP Listen 80

. Web Cache HTTP Listen (SSL) 443
. Oracle Mail IMAP4 143

. Oracle Mail IMAP4 Secure 993

. Oracle Mail POP3 110

. Oracle Mail POP3 Secure 995
. Oracle Mail SMTP 25

. Oracle Mail NNTP 119

. Oracle Mail NNTP Secure 563
Click ‘Next.’

Step 20. Under the caption ‘Summary,” verify setedw, and click ‘Install.’
When the focus is set, click ‘Next.’
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Step 21. Installer installs the OCS and the Coméijon Assistants. When
completed, click ‘Exit’ to quit the installer. Ifnaerror message pop-up box occurs for
lack of MS Office (and it is needed for documema}j click ‘OK,” and the pop-up goes
away. Then try clicking ‘Next’ again.

Step 22. Leave the OCS Server up and running.

Step 23. Proceed to the next section of this Apper8kction F, Shutting Down

the OCS Infrastructure and Application Tiers.

F. SHUTTING DOWN THE OCS INFRASTRUCTURE AND APPLICA TION
TIERS

The following procedures will be conducted immeelyat following the
installation of the OCS software (as outlined inct®a C: Installing the OCS 10g
Software on the OCS Server), or when directed tosdo(in this Appendix, or in
Appendix B: Test Procedures). The OCS shutdownguees are identical to the steps
detailed in Section 2, Stopping and Starting thad@r Collaboration Suite, of the Oracle
Collaboration Suite Administrator’s Guide 10g Reked (10.1.2). All of the procedures
listed in this section are to be completed undeAtiministratoraccount in Windows.

Step 1. Open a command prompt window on the OC8e8and shutdown the
Oracle Calendar application.

cd C:\product\10.1.2\ocs_1\apps\ocas\bin\
ocasctl —stopall

Step 2. Shutdown the Oracle Application tier.

cd C:\product\10.1.2\ocs_1\apps\opmn\bin\
opmnctl stopall

Step 3. Shutdown the Oracle Application Listenencpss, and shutdown the

Application Administrator Console control of the 6C

cd C:\product\10.1.2\ocs_1\apps\bin\
Isnrctl.exe stop listener_es

emctl stop iasconsole
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Step 4. Shutdown the Infrastructure Administraton§ble control of the OCS.

cd C:\product\10.1.2\ocs_1\infra\bin\
emctl stop iasconsole

Step 5. Shutdown the Infrastructure tier of the OCS

cd C:\product\10.1.2\ocs_1\infra\opmn\bin\
opmnctl stopall

Step 6. Shutdown the Oracle Database using SQL ems) and then stop the

Infrastructure Listener process.

cd C:\product\10.1.2\ocs_1\infra\bin\

sqlplus /nolog

SQL> connect SYS as SYSDBA

Enter password:password123

Connected to an idle instance. (returns on success)
SQL> shutdown immediate

SQL> quit

Isnrctl stop

Close the command prompt window.

Step 7. Restart the computer.

G. RESTARTING THE OCS INFRASTRUCTURE AND APPLICATIO N
TIERS

The following procedures will be conducted eithaj éfter the OCS computer
has been restarted following installation of theSDgbftware (as outlined in Section C:
Installing the OCS 10g Software on the OCS SeryB))when directed to do so (in this
Appendix, or in Appendix B: Test Procedures), oy &@ytime the OCS Server has been
shutdown, and OCS Infrastructure Tier and the Aggpion Tier needs to be restarted.
The OCS restarting procedures are identical tosteps detailed in Section 2, Stopping
and Starting the Oracle Collaboration Suite, of tBeacle Collaboration Suite
Administrator's Guide 10g Release 1 (10.1.2). Altlee procedures listed in this section

are to be completed under thdministratoraccount in Windows.
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Note: During these steps, if the OCS Server reportsahandividual process is
already operational, simply note the occurrencd,@onceed to the next command line in

the procedures.

Step 1. Shutdown the Oracle Infrastructure and ikppbn components using the
procedures listed in Section F of this Appendixthése procedures have already been

completed, proceed to Step 2.

Step 2. Open a new command prompt window on the S&8er to startup the

Infrastructure Listener Process in the OCS.

cd C:\product\10.1.2\ocs_1\infra\bin\
Isnrctl start

Step 3. Startup the Oracle Database using SQL cowisna

cd C:\product\10.1.2\ocs_1\infra\bin\
sqlplus /nolog

SQL> connect SYS as SYSDBA
Enter password:password123
Connected (returns on success).
SQL> startup

SQL> quit

Step 4. Startup the Infrastructure tier in the OCS.

cd C:\product\10.1.2\ocs_1\infra\opmn\bin\
opmnctl startall

Step 5. Startup the Infrastructure Administraton€ae in the OCS.

cd C:\product\10.1.2\ocs_1\infra\bin\
emctl start iasconsole

Step 6. Close the command prompt window.

Step 7. Open a new command prompt window on the S&$er, and startup the

Application Administrator Console and the ApplicatiListener process of the OCS.

cd C:\product\10.1.2\ocs_1\apps\bin\
76



emctl start iasconsole
Isnrctl.exe start listener_es

Step 8. Startup the Applications tier of the OCS.

cd C:\product\10.1.2\ocs_1\apps\opmn\bin\
opmnctl startall

Step 9. Startup the Calendar Application of the OCS

cd C:\product\10.1.2\ocs_1\apps\ocas\bin\
ocasctl —start —t ochecklet

ocasctl -start

Close the command prompt window.

H. VERIFY THE STATUS OF THE OCS SERVER

Prior to testing, the status of the OCS Applicat®arver, the OCS Infrastructure
Server, and the OCS Database will be verified keadommanepmnctl and also by
accessing the OCS Server through either the Irttdfmplorer web browser or the
Mozilla FireFox web browser. The steps of this mectfollow the server verification
procedures outlined in Section 2, Starting and @tgpOracle Collaboration Suite, of the
Oracle Collaboration Suite Administrator's GuideglBelease 1 (10.1.2). All of the
procedures listed in this section are to be coragleinder théddministratoraccount in

Windows.

Step 1. Open a new command prompt window on the 8&8er to verify the

status of the OCS Infrastructure components.

cd C:\product\10.1.2\ocs_1\infra\opmn\bin
opmnctl status

The following infrastructure components should apesalive

. HTTP Server
. dcm_daemon
. 0C4J
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. OID

If any of the individual components are shown asdpdown, manually start up
the individual components by using temnctl command, in the format @pmnctl
startproc ias-component= conponent . For example, to shutdown théT TP

Server component, enter the following command:
opmnctl startproc ias-component=HTTP server

Refer to Section 2, Starting and Stopping Usommnctl, of the Oracle
Collaboration Suite Administrator's Guide 10g Reked (10.1.2), for further guidance

on starting and stopping individual processes utiegpmnctl command.

Step 2. Open a new command prompt window on th& S€rver to verify the

status of the OCS Applications.

cd C:\product\10.1.2\ocs_1\apps\opmn\bin
opmnctl status

The following applications should appearadise

. HTTP Server

. dcm_daemon

. WebCache

. WebCacheAdmin

. 0OC4J Portal

. OC4J_OCSA_ADMIN
. OC4J_imeeting

. OC4J_OCSClient

. OC4J_Mail

. Service_Component~
. email_housekeeper

. email_imap

. email_listserver

. email_nntp_in
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. email_nntp_out

. email_pop

. email_smtp_in

. email_smtp_out

. email_virus_scrub~
. Node

. OC4J_Content

. Calendar_ CSM

. Calendar_ CWS

. Calendar_DAS

. Calendar_SNC

. Calendar_ENG

. Calendar_LCK

. rtcpm

If any of the individual components (excludilogloader andDSA are shown
as beingdown, manually start up the individual components bingighe opmnctl
command, in the format @fpmnctl startproc ias-component= component .

For example, to shutdown tki¥C4J Mail component, enter the following command:
opmnctl startproc ias-component=0C4J Mail

TheOC4J Mail component will be listed in the second column &f dutput of
the previousopmnctl status command. Refer to Section 2, Starting and Stopping
Usingopmnctl , of the Oracle Collaboration Suite Administratd&side 10g Release 1
(10.1.2) for further guidance on starting and stogpndividual processes using the

opmnctl command.

Step 3. Verify Internet Explorer 7.0 is configuredrrectly to access the OCS
Server from OCS Client 1 and OCS Client 2. Refethi® steps listed in Appendix A:
Installation Procedures, Section D, Settings fondféivs and Web Browser Applications

for Intranet Testing.
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Step 4. On OCS Client 1, double click on the Iné¢Explorer icon located on the
Windows Desktop. In the browser window, type th#dofeing address to access the

Oracle Collaboration Suite Control Console:

http://ocsserverl.cisrlabmlistestbed3.com:18100

A separate window appears, stating ‘The serverepesscisrlabmistestbed3.com
at enterprise-manager is asking for a passwordfertas_admin  for the user name,
and password123 (or whatever has been selected asitiee admin  password) for

the password.

Step 5. The web browser will display the title ‘ORKLE Enterprise Manager 10g
Control Console’ above the heading ‘Farm: orcllatsmilstestbed3.com.” Further down
the page, the following links will be under the ey ‘Stand-Alone Instances:’

ocsapps.ocsserverl.cisrlabmistestbed3.com C:\ prod uct\10.1.2\apps

ocsinfra.ocsserverl.cisrlabmistestbed3.com C:\ pro duct\10.1.2\infra

Click the link labeled ‘ocsapps.ocsserverl.cisrlmbestbed3.com.” When

prompted, enteas_admin for the username, amphssword123 for the password.

Step 6. The web browser will display the title ‘ORKLE Enterprise Manager
10g’ above the heading ‘Application Server Contrdr Collaboration Suite:
ocsapps.ocsserver.cisrlabmistestbed3.com.” Underhtading ‘System Components,’

verify the following applications are ‘Up’ (signdd by a green arrow pointing up):

. Calendar Application System
. Calendar Server

. Content

. Discussions

. HTTP Server

. Mail Application
. 0OC4J_Content
. 0OC4J_imeeting
. OC4J_Mail
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. 0OC4J_OCSADMIN

. OC4J_0OCsSClient

. 0OC4J Portal

. Real-Time Collaboration

. Search

. Web_Cache

. Workspaces

. Management

If any of the individual applications are shownkasng down (red arrow pointed
down), refer to Section 2, Starting and Stoppingntyshe Oracle Collaboration Suite
Control Console, of the Oracle Collaboration Séiteninistrator's Guide 10g Release 1
(10.1.2) for further guidance on starting and stogpndividual processes using the
Enterprise Manager Application Server Control Cd®so

Step 7. Click the link labeled, ‘Farm.’

Step 8. The web browser will display the title ‘ORKLE Enterprise Manager
10g’ above the heading ‘Farm: orcl.cisrlabmisted®eom.” Click the link labeled
‘ocsinfra.ocsserver.cisrlabmistestbed3.com.” Anitalahl route to reach this page is
achieved by typing the following address in Intérgeplorer:

http://ocsserverl.cisrlabmlstestbed3.com:18101

Step 9. The web browser will display the title ‘ORILE Enterprise Manager
10g’ above the heading ‘Application Server Contrfdr Collaboration Suite:
ocsinfra.ocsserver.cisrlabmistestbed3.com.” Undher lheading ‘System Components,’

verify the following applications are ‘Up’ (signdd by a green arrow pointing up):

. HTTP_Server

. Internet Directory

. 0OC4J_SECURITY

. Single Sign-On:orasso

. Management
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If any of the individual applications are shownkasng down (red arrow pointed
down), refer to Section 2, Starting and Stoppingntyshe Oracle Collaboration Suite
Control Console, of the Oracle Collaboration Séiteninistrator’'s Guide 10g Release 1
(20.1.2), for further guidance on starting and ptog individual processes using the
Enterprise Manager Application Server Control Cd®so

Step 10. Close the web browser.

Step 11. Open another Internet Explorer web browsgedow. In the browser

window, type the following address to access thac@rDatabase Control Console:

http://ocsserverl.cisrlabmistestbed3.com:5500/em

On the page that loads, enteBYS in the ‘User Name’ field, enter
‘password123’ (or whatever has been selected as 8¥S password) in the
‘Password’ field, and selecCbnnect as SYSDBA’' in the ‘Connect As’ drop-down

box.

Step 12. The web browser displays the title ‘ORACE&erprise Manager 10g,
Database Control' above the heading ‘Databasecasserver.cisrlabmistestbed3.com.’
Under the heading ‘General,” verify the ‘Statustrgns reading ‘Up.” An image of a
stoplight with a green arrow pointing up will bexhéo the word ‘Status Note: If this is
the first time this web page has been accessethesdrver, a page titled ‘Oracle 10g
Database Licensing Information’ will appear. Rehd tlisclosure, and click the button
labeled ‘Agree’ in the bottom right hand corner.

If the ‘Status’ is reported as ‘Down,’ refer to 8en 6, Starting and Stopping
Oracle Collaboration Suite Database, of the Or@x#aboration Suite Administrator’s
Guide 10g Release 1 (10.1.2) for further guidance trmubleshooting the Oracle
Database.

Step 13. Close the web browser.
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CREATE TWO OCS USER ACCOUNTS

Create two user accounts in the OCS Database. t€ps of this section follow
the user account creation procedures outlined iwcti®e 4, Managing Oracle
Collaboration Suite Users and Groups: Creating viddal Users, of the Oracle
Collaboration Suite Administrator's Guide 10g Rekeal (10.1.2). For instructional
purposes, the user account established will bddbn Paul Jones. The user account will
include All of the procedures listed in this senotiare to be completed under the

Administratoraccount in Windows.

Step 1. On OCS Client 1, double click on the Iné¢tExplorer icon located on the
Windows Desktop. In the browser window, type th#dofeing address to access the

Oracle Provisioning Console:

http://ocsserverl.cisrlabmistestbed3.com/oiddas/

Step 2. The web browser will display the title ‘OBKE Identity Management,

Self Service Console.” Click the link labeled ‘Lagin the far right corner of the page.

Step 3. In the dark blue field below the title,@nbrcladmin ' in the ‘User
Name’ field, and enter password123 ’ (or whatever has been selected as the

orcladmin  password) in the ‘Password’ field. Click the buattabeled ‘Sign In.’

Step 4. The web browser will display the title ‘BLE Identity Management:
Provisioning Console.’ Click the tab labeled ‘Ditey’ on the menu bar.

Step 5. On the next page, under the heading ‘Usdick the tab labeled ‘Create.’

Step 6. In the section labeled ‘Create User: Génesater the appropriate
information for the new user in the correspondimids, including ‘First Name, Middle
Name, Last Name, User ID, Password, Confirm Pas$ywand ‘Email Address.” The
Email Address will use the following format:

jpjones@cisrlabmlistestbed3.com . The User Name will correspond to the

prefix of the email address (in the previous exangte user name will Gpjones
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Note: The email address domain entered for the usermatgoust matctexactly with

the email domain setup in the Oracle Database glumstallation.

Step 7. Leave the field labeled ‘User Default Grobjank, and select ‘U.S.
Pacific Time Zone' for the field labeled ‘Time Zah€lick the tab labeled ‘Next.’

Step 8. On the next page titled ‘Create User jgodgplication Provisioning,’

verify that all Components are selected as ‘Rediiend click ‘Next.’

Step 9. On the next page titled ‘Create User jpgoAgplication Attributes,’ click
the tab labeled ‘Next.’

Step 10. On the next page titled ‘Create User ggorReview, verify that the
user information is correct, and click the tab ladeFinish.’

Step 11. Click the link labeled ‘Logout’ in the wgpright corner. Close the
Browser window. Repeat steps 1 thru 10 to estaldissecond user account (with a

different user ID and email prefix).

Step 11. Click the link labeled ‘Logout’ in the wpight corner.

J. ACCESSING THE ORACLE COLLABORATION SUITE PORTAL

All of the OCS applications will be accessed frdma Oracle Collaboration Suite
Portal via the Internet Explorer web browser. Alltloe procedures listed in this section

are to be completed under thdministratoraccount in Windows.

Step 1. On OCS Client 1, double click on the Iné¢tExplorer icon located on the
Windows Desktop. In the browser window, type th#dofeing address to access the

Oracle Collaboration Suite Portal:

http://ocsserverl.cisrlabmistestbed3.com:80

Step 2. The greeting ‘Welcome to Oracle Collaboratbuite’ will appear under
the title ‘ORACLE Collaboration Suite.” Under theeblding ‘End-User Resources,’ click

the link titled ‘Collaboration Suite PortalNote: The Collaboration Suite Portal page is
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known also known as the Single Sign-On (SSO) Padbe Oracle Collaboration Suite
Administrator's Guide 10g Release 1 (10.1.2).

Step 3. The web browser will display the title ‘OBKE Collaboration Suite.’ In
the dark blue field below the title, enter the usene of the first Oracle User Account
established in Section B (Create Two OCS User Acts)un the ‘User Name’ field, and
enter the corresponding password in the ‘Passwiaidl. Click the button labeled ‘Sign

In.

Step 4. The browser will display the Oracle Collabion Suite User Portal. The
default portal will be divided graphically into tliellowing sections, from the top left of
the page, going clockwiselinks, News, Mail, Content Services, Web

Conferencing, Tasks, and Calendar
Step 5. Keep the browser window open on OCS Client

Step 6. Repeat steps 1 thru 4 on OCS Client 2guia second Oracle User
Account established in Section | to access thel®@acllaboration Suite Portal.

Step 7. Keep the browser window open on OCS CHent

Step 8. If applicable, test the OCS Applicatiorsing the test procedures outlined

in Appendix B, Test Procedures.

Step 9. When finished, click the link labeled ‘Lagian the upper right corner of
the browser window to logout. Close the browserdwin.

K. CONNECTING THE OCS SERVER TO THE SIMULATED MLS
ENVIRONMENT

The installation steps listed in this section mglthe steps to connect the OCS
Server to the same switch where the XTS-400 saesdes. See Figure 2, Network
Topology for Direct Connection Testing, in this Agplix, for a description of what the

network connections should look like prior to exioy these steps.
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Step 1. Shutdown the OCS Infrastructure tier dar@d@CS Application tier by
repeating the procedures listed in Section G, 8fgubown the OCS Infrastructure and

Application Tiers, in this Appendix.

Step 2. Log off the OCS Server using the Windo&ministrator accounts.
Shutdown the OCS Server.

Step 3. Disconnect the Ethernet cable from the S&@Ser to Switch 1.

Step 4. Reconnect the Ethernet cable from the Q&2®6to Switch 2 (the switch

where the XTS-400 server resides).

Step 5. Verify that the changes made in Steps U 4hresemble the topology
illustrated in Figure C, Network Topology for Siratéd MLS Testing, below.

[ MLS Controlled Environment J

3

Linux Mail Server (SMTP)

G

~ad ] ~J
Netgear FS 108 Netgear FS 108
Fast Ethernet Switch Fast Ethernet Switch
(Switch 2) (Switch 1)

OCS Server XTS-400 OCS Client 1
(Single SOA Server) (MLS Server)

Figure C. Network Topology for Simulated MLS Testin

Step 6. Turn on the OCS Server. Login to Windowsgishe Windows

Administratoraccount.
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Step 7. Startup the OCS Infrastructure tier arel @CS Application tier by
repeating the procedures listed in Section H, @Btarp the OCS Infrastructure and
Application Tiers, in this Appendix.

L. SETTINGS FOR WINDOWS AND WEB BROWSER APPLICATION S
FOR MLS TESTING

Prior to conducting the MLS testing detailed in @iea IV, several modifications
will be completed on the OCS Server and on the @G&nts. These changes include
rewriting thehosts file (OCS Clients only), changing the IP addressoaiated with
each machine (OCS Clients only), modifying IP addes (OCS Clients only), turning
the Windows Firewall off, and altering the settimysthe Mozilla FireFox web browser.
All of the procedures listed in this section areb® completed under thRedministrator

account in Windows.

Step 1. Rewrite the IP addresses and domain nastes in the hosts.ini file on
OCS Client 1 and on OCS Client 2. Login as Administratoron the OCS Client 1.
Open thehosts file located in theC:\\WINDOWS\system32\drivers\etc\
directory. Replace the existing text with the faling:

127.0.0.1 localhost.localdomain localhost

192.168.0.31 ocsclientl.cisrlabmistestbedl.com ocsc lientl
192.168.0.32 ocsclient2.cisrlabmistestbedl.com  ocsc lient2
192.168.101.164  ocsserverl.cisrlabmistestbed3.com o csserverl
192.168.101.160  ocsserver.cisrlabmistestbed3.com oc sserver

192.168.0.130 misserver.cisrlabmlstestbedl.com mlss erver

Repeat these actions on OCS Client 2.

Step 2. On the OCS Server, open the Network Commasctab in the Windows
Control Panel. Right click the Local Area Conneasidcon, and select ‘Properties.’ In
the window that appears, click on the ‘Internett®col (TCP/IP)’ icon, and click on the
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‘Properties’ tab. Select ‘Use the Following IP Adss,” and depending on which

computer is being modified, set the IP addresskmas:

. OCS Server (ORACLE) 192.168.101.164

. OCS Client 1 192.168.0.31

. OCS Client 2 192.168.0.32

In the ‘Subnet Mask’ field, ent&?55.255.255.0 . In the ‘Default Gateway’

field, enterl92.168.0.30 , which is the XTS-400’s Proxy server address. Refleese
actions on OCS Client 1 and OCS Client 2.

Step 3. Open the Control Panel on the OCS Serveuble click the ‘System
Properties’ icon, and then click ‘Computer Name.haBge the ‘Name’ field to
OCSSERVER1Make sure the ‘Workgroup’ radio button under “Mmsn Of” is
selected, and that the ‘Workgroup’ field includém ttitte WORKGROURbove the
‘Member Of:’ area, click “More,” and entetisrlabmistestbed3.com in the

Domain field. Restart the computer when prompted.

Step 4. Open the Control Panel on the OCS Cliemdlble click the ‘System
Properties’ icon, and then click ‘Computer Name.ha@ge the ‘Name’ field to
OCSCLIENT1 Make sure the ‘Workgroup’ radio button under “Mmen Of” is
selected, and that the ‘Workgroup’ field includée ttitte WORKGROURDbove the
‘Member Of:’ area, click “More,” and entetisrlabmistestbed1.com in the

Domain field. Restart the computer when prompted.

Step 5. Open the Control Panel on the OCS Cliematble click the ‘System
Properties’ icon, and then click ‘Computer Name.haBge the ‘Name’ field to
OCSCLIENT2 Make sure the ‘Workgroup’ radio button under “Mmen Of.” is
selected, and that the ‘Workgroup’ field includée ttitte WORKGROURDbove the
‘Member Of:’ area, click “More,” and entetisrlabmistestbedl.com in the

Domain field. Restart the computer when prompted.
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Step 6. On the OCS Server, open the Network Commasctab in the Windows
Control Panel. Right click the Local Area Conneasidcon, and select ‘Properties.’ In
the window that appears, click on the ‘Advancedb. tan the ‘Windows Firewall’ area,
click the ‘Settings’ tab and disable the WindoweeRiall/ICS Service.

Step 7. On OCS Client 1, open the Network Connesti@ab in the Windows
Control Panel. Right click the Local Area Conneasidcon, and select ‘Properties.’ In
the window that appears, click on the ‘Advancedb. ten the ‘Windows Firewall’ area,
click the ‘Settings’ tab. In the window that appeaselect ‘Off (not recommended)’ and

click ‘OK.” Restart the computer when prompted. Bafthese steps for OCS Client 2.

Step 8. On the OCS Server, double click on the NéoHireFox icon on the
desktop. On the FireFox menu bar, click ‘Tools,’daselect ‘Options.” Under the
‘Advanced’ section of the ‘Options’ bar, open thidetwork’ tab. Click ‘Settings,” and
select ‘Manual Proxy Configuration.’ In the ‘IP adds’ field, ented92.168.0.130
and for ‘Port’ enteB0. Check the box labeled ‘Use Proxy for all Protoc¢dldick ‘OK.’
Click the ‘Content’ tab on the ‘Options’ bar, andsare that both ‘Enable Java’ and

‘Enable Javascript’ are checked. Close the Firelioxiow.
Step 9. Repeat Step 8 on OCS Client 1, and OC&tdie

Step 10. On the OCS Server, double click on therhet Explorer 7.0 icon on the
desktop. On the Explorer menu bar, click ‘Toolsydaselect ‘Internet Options.” On the
‘Intenet Options’ tab, click ‘Privacy.” In the ‘Reacy’ area, uncheck ‘Turn Pop-up
Blocker On,” and set the ‘Settings’ bar to ‘Accét Cookies.’

Step 11. On the ‘Intenet Options’ tab, click ‘Adwead,” and ensure all of the
following boxes remaiminchecked

. Enable Integrated Windows Authentication
. Enable interactive XML HTTP support

. HTTP 1.1

. HTTP 1.1 thru Proxy
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. SSL 2.0
. Check for valid signatures on Downloaded Programs

Step 12. Open the ‘Network’ tab, and select ‘MarRiaxy Configuration.’ In the
‘IP address’ field, enteA92.168.0.130 , and for ‘Port’ enter80. Check the box
labeled ‘Use Proxy for all Protocols.” Click thed@tent’ tab on the ‘Options’ bar, and

ensure that both ‘Enable Java’ and ‘Enable Javatsare checked.
Step 13. Close the Internet Explorer window.
Step 14. Repeat Steps 10 thru 13 on OCS Clientl D& Client 2.

Step 15.0pen a command prompt window on OCS Client 1, asd the
commandping to verify connection between the OCS Clients dredgdroxy server (the
XTS-400).

ping 192.168.0.31

ping 192.168.0.32

ping 192.168.0.130
Repeat these actions on OCS Client 2.

M. ESTABLISHING A SINGLE LEVEL CONNECTION W ITH THE MLS
SERVER

A simulated single level connection in the untrdstenvironment will be
established prior to testing the OCS in the sinedaMYSEA multilevel testbed. If
testing is being conducted on the OCS Server dyreinnected to the clients in an
isolated intranet (as described in Section B), ignihis section. This testing used an

XTS-400 server running the STOP 6.1 operating syste
Step 1. Turn on the XTS-400 server.
Step 2. Following the line ‘Enter Partition Numbéype 2 and hit Enter.

Step 3. Login to the MLS server.

Enter user name? admin

Enter password? xts400
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Step 4. Startup all of the daemons that are patteoMYSEA testbed.

SAK

Enter command? sl

Enter new session security level and categories? ma X
Enter new session integrity level and categories? m ax
Is the level correct? y

SAK

Enter command? startup
Step 5. Change the security level to ‘min’ andititegrity level to ‘oss.’.

SAK

Enter command? sl

Enter new session security level and categories? mi n
Enter new session integrity level and categories? o} SS
Is the level correct? y

SAK

Enter command? run

Step 6. Upon the completion of testing, logouthaf MLS server.

SAK

Enter command? shutdown

Step 7. Shut down the MLS server.

N. CONNECTING THE OCS CLIENTS TO A SINGLE LEVEL SES SION
VIA THE VIRTUAL TRUSTED PATH EXTENSION DEVICES

To access a single level session on the MLS selbpatih, OCS Client 1 and OCS
Client 2 are configured to run a virtual trustedhpextension (TPE). This virtual TPE
consists of an executable program designed to geoaitrusted path between the OCS
Client and the MLS server. All of the proceduresdd in this section are to be completed

under theAdministratoraccount in Windows.

Step 1. On the OCS Client 1 desktop, double chekVYirtual TCBE file labeled
‘TCBE.exe.’
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Step 2. In the Java window that appears, verifySbever IP Address field to be
192.168.0.130

Step 3. Click the large red ‘SAR’ tab in the Javadew.

Step 4. Login to the MLS server mgemol.

Enter user name: mdemol

Enter password: tcxuser

Step 5. Click the ‘SAR’ tab.
Step 6. Initiate &IM_SECRETsession.

Enter command: sl
Enter session level? SIM_SECRET

Step 7. Click the ‘SAR’ tab.
Step 8. Run the session.

Enter command: run

Step 9. Upon the completion of testing, logout elade the connection.

SAK

Enter command? logout

Step 10. Close the Java window.

Step 11. Repeat steps 1 thru 10 on OCS Cliemvdyirig in asmdemoZ2 and

using the same passwotdxuser ).

O. VERIFY THE STATUS OF THE OCS SERVER (MLS TESTING)

Prior to MLS testing, a single level connectiorthe OCS Server will be verified
using a virtual TPE and either the Mozilla FireRe&b browser or the Internet Explorer

web browser.

Step 1. Establish a single level connection wite #imulated MLS server by
repeating the procedures in Section M: Establiskirgjngle Level Connection with the

MLS server, of this appendix. If this has alreaégt accomplished, skip to Step 2.
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Step 2. Repeat the procedures in Section N: CorthedDCS Clients to a single
level Session via the Virtual Trusted Path Extemf)@vices, of this appendix. If this has

already been accomplished, skip to Step 3

Step 3. Repeat the procedures listed in Sectiowdtfy the Status of the OCS
Server, in this Appendix.

Step 4. Proceed to Appendix B: Test Proceduresgedbthe OCS Applications

while the OCS Server is connected to the MLS Server

P. CONFIGURING THE SMTP SETTINGS ON THE OCS SERVER

The instructions for configuring the Simple Mailahsfer Protocol settings on the
OCS Server are included in Appendix B: Test Procesiu
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APPENDIX B: TEST PROCEDURES

This appendix describes procedures for testingfdhewing applications of the
Oracle Collaboration Suite (OCS) 10g, version H).lin the Monterey Security
Architecture (MYSEA) simulated multilevel testbed:

. Oracle Web Mail (web browser)

. Oracle Content Services (web browser)

. Oracle Real-Time Collaboration: Web Conferencinglfviarowser)

. Oracle Calendar (web browser)

. Oracle Workspaces (web browser)

. Oracle Discussions (web browser)

. Oracle Real-Time Collaboration: RTC Instant Messenfrich media
client)

. Oracle Content Services: ‘Oracle Drive’ (rich mediant)

. SMTP mail exchange (with Linux Server)

The goal of this appendix is to provide a set ofiimal tests (one set of tests per
Oracle application) capable of verifying the funatlity of the nine Oracle applications
listed above. This appendix is divided into indivédl sections corresponding to the OCS
applications listed above. Aside from Section Fa@e Discussions), none of the
sections are dependent on each other (an Oraclkspame should be created (as
described in Section E) prior to conducting thecpdures in Section F). Each section can
be completed individually, in no particular sequen€or a further description of these
applications, refer to Chapter Il of this thesisdaalso Section 6, Installing Oracle
Collaboration Suite 10g Applications, of the Orad®ollaboration Suite (OCS)
Installation Guide 10g Release 1 (10.1.2) [14].

As discussed in Appendix A, testing the OCS 10dieafons will occur in two
phases: (1) testing the OCS applications with t@SCserver directly connected to the
OCS clients, and (2) testing the OCS applicatidnthea single level using the XTS-400
server as a proxy. Prior to testing these appbaatithe following steps and procedures
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listed in Appendix A (Installation Procedures) shiblbe completed, depending on which
phase of testing is being currently administerea) for Phase 1 testing (Direct
Connection Testing), complete sections A through Appendix A, and (b) for Phase 2
testing (Single Level Testing, Using XTS-400 asraxk), complete all of Appendix A
(Sections A through P) prior to testing the appiarzs for Phase 2.

A. TEST THE ORACLE WEB MAIL APPLICATION (WEB BROWSE R)

The Oracle Web Mail (web browser) application widl accessed from the Oracle
Collaboration Suite Portal using one of two webwsers: either the Internet Explorer
web browser, or the Mozilla FireFox web browsere3é procedures can be completed
on either OCS Client 1 or OCS Client 2. All of twcedures listed in this section are to

be completed under thhedministratoraccount in Windows.

The procedures in this section verify that the @rabMail application is
functioning properly on the OCS 10g server. Thee¢hparts of this section of the
Appendix are based on three individual tests: [ig) \Web Browser test, (2) the Oracle
User Login test, and (3) the Oracle Web Mail t8ste tests in this section should be
completed in order, from the first to the lastaify one of the three tests is marked as a

‘Fail,” it will be recorded that the Oracle Mail plcation did not function as expected.

1. Web Browser Test

This test will verify that the web browser can (igen correctly, and (2) access

the web sitenttp://ocsserverl.cisrlabmistestbed3.com®dividual subtests (ex. Test 1,

Test 2.) will be marked 'P' for Pass, or 'F' fol.HAone (or more) of the subtests of this
test is marked as a Fail, the test will be recoraed ‘Fail’ overall. Table 3 describes the

details of this test procedure.
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Table 3. Web Browser Test

Web Browser Tests: To verify that the web browser can (1) open correctly, and (2) access the
web site http://ocsserverl.cisrlabmistestbed3.com:80. Individual subtests (ex. Subtest 1, Subtest
2) will be marked 'P' for Pass, or 'F' for Fail.

1. Subtest 1: Open the web browser.

A. Open the Web Browser. The resultant page should be blank, or if not
configured, then the browser will stall, and eventually time out, stating, "Web
Site Could Not Be Found."

PASS criteria for Oracle Web Browser Subtest 1:  The web browser will
open and will state "Web Site Could Not Be Found" (unless it has been | p/g
configured for the Oracle Collaboration Suite Portal).

2. Subtest 2: Access the Oracle Collaboration Suite Portal using the web browser

A. Access the web site http://ocsserverl.cisrlabmistestbed3.com:80. The
browser window should change to the heading 'End-User Resources. The
greeting ‘Welcome to Oracle Collaboration Suite’ will appear under the title
‘ORACLE Collaboration Suite.’

PASS criteria for Oracle Web Browser Subtest 2: The Oracle
Collaboration Suite Portal will appear in the browser as detailed in block A. PIF

Overall Pass/Fail? All Web Browser Subtests must be marked with a 'Pass.’ PIE

2. Oracle User Login Test

This test will verify that that an Oracle User dagin to the Oracle Collaboration
Suite User Portal via the web browser. The indigidsubtest (Test 1) will be marked 'P’
for Pass, or 'F' for Fail. If the individual sultted this test is marked as a Falil, the test

will be recorded as a Fail overall. Table 4 dessithe details of this test procedure.
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Table 4. Oracle User Login Test

Oracle User Login Test: To verify that an Oracle User can login to the Oracle Collaboration
Suite User Portal via web browser. Individual tests (ex. Subtest 1, Subtest 2) will be marked 'P'
for Pass, or 'F' for Fail.

1. Subtest 1: Access and login to the Oracle Collaboration Suite User Portal using the web

browser.

A.

Access the web site http://ocsserverl.cisrlabmistestbed3.com:80. The
browser window should change to the heading 'End-User Resources. The
greeting ‘Welcome to Oracle Collaboration Suite’ will appear under the title
‘ORACLE Collaboration Suite.’

Click the link titled "Collaboration Suite Portal," which lies one-third down the
page in the center. The browser window that opens should be titled
"Collaboration Suite Portal."

Enter the user name of the first Oracle User Account in the dark blue field
below the title, and enter the password password123 . Press return (or click
'Go' on the browser). The browser will open to the Oracle Collaboration Suite
User Portal. Note: If the Oracle User Account is already logged in, the
window will automatically redirect to the User Portal (proceed to step D).

The Oracle Collaboration Suite User Portal will be divided graphically into the
following sections: Links, News, Mail, Content Services, Web
Conferencing, Tasks, and Calendar . Hit the 'Refresh' button on the
browser if any of the sections are listed as 'Unavailable.'

PASS criteria for Oracle User Login Subtest 1: The Oracle Collaboration
Suite User Portal can be accessed by the first Oracle User Account, and | p/p
correctly displays all of the sections listed in part D.

Overall Pass/Fail? The Oracle User Login Subtest mu st be marked with a 'Pass.’

P/F

3.

This test will verify that the Oracle Web Mail (wélowser) application can (a)
open Web Mail from the User Portal, and (b) sendtlzer Oracle user an email and
verify that the message was sent. Individual sibtés<. Subtest 1, Subtest 2) will be
marked 'P' for Pass, or 'F' for Fail. If one (orrg)mf the subtests of this test is marked as
a Falil, the test will be recorded as a ‘Fail’ oVlerBable 5 describes the details of this test

procedure.

Oracle Web Mail Test
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Table 5. Oracle Web Mail Test

Oracle Web Mail Test: To verify that the Oracle Web Mail web browser application can (a)
open Web Mail from the User Portal, and (b) send another Oracle user an email and verify that
the message was sent. Individual tests (ex. Subtest 1, Subtest 2) will be marked 'P' for Pass, or

'F' for Fail.

1. Subtest 1: Access the Oracle Web Mail Application from the Oracle User Portal.

A.

Login to the Oracle Collaboration Suite User Portal (as demonstrated in Test
1 of the Oracle User Login Test). The Oracle Collaboration Suite User Portal
will be divided graphically into the following sections: Links, News,
Mail, Content Services, Web Conferencing, Tasks, and
Calendar . Hit the 'Refresh’ button on the browser if any of the sections are
listed as 'Unavailable.'

Click on the link labeled Mail (which is below News and above Content
Services ). A new browser window (the Web Mail window) should appear
with an image of an envelope and the word MAIL immediately to the right.

PASS criteria for Oracle Web Mail Subtest 1:  An additional window (the
Web Mail window) will appear, displaying the content described in Block B. P/F

2. Subtest 2: Send another Oracle User an email using Oracle Web Mail

A.

In the Web Mail Window (see Step 1.B. above), the following headings will
appear above the MAIL image, from left to right: New, View, Go,
Actions, Print, Delete, and Find People. Click the heading
labeled New, and a new browser window will appear (the New Message
Window).

In the New Message Window, click the heading labeled Format , and on the
drop down box that appears, make sure that HTMLis selected.

Click the text field to the right of the To: button, and type in the email
address of the second Oracle User Account (e.g.,
cmailkey@cisrlabmlstestbed3.com).

Click the text field to the right of the Subject heading, and type Email
Test.

Click the large text field immediately below Subject and type test  Click
the Send button (the New Message window will close).

On the Web Mail Window, click the Sent Items heading. The large title to
the right should now read Sent Items. The field below this title should
contain the email that was sent in Step D (titled Email Test ).

PASS criteria for Oracle Web Mail Subtest 2: The Oracle Webmail
constructed in Steps A through E will appear in the Sent Items  folder (as | P/F
noted in Step F).

Overall Pass/Fail? All Oracle Web Mail Subtests mus  t be marked with a 'Pass.’

P/F
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B. TEST THE ORACLE CONTENT SERVICES (WEB BROWSER)
APPLICATION

The Oracle Content Services (web browser) apptinatiill be accessed from the
Oracle Collaboration Suite Portal using one of tweb browsers: either the Internet
Explorer web browser, or the Mozilla FireFox welowser. These procedures can be
completed on either OCS Client 1 or OCS Client R.oAthe procedures listed in this
section are to be completed under Arkministratoraccount in Windows. Ensure that the
pop-up blockers on Internet Explorer and MozilleeFox are disabled. A single Portable
Network Graphics (PNG) file of the user's choossiguld be saved to the Windows
Desktop file Directory on both OCS Client 1 and OCl&nt 2 prior to testing the Oracle

Content Services Application.

The procedures in this section verify that the @r&wontent Services Application
is functioning properly on the OCS 10g server. Theee parts of this section of the
Appendix are based on three individual tests: (&) Web Browser test, (2) the Oracle
User Login test, and (3) the Oracle Content Sesv{eesb browser) test. The tests in this
section should be completed in order, from the tiosthe last. If any one of the three
tests is marked as a ‘Fail,’ it will be recordedtthhe Oracle Content Services (web
browser) application did not function as expected.

1. Web Browser Test

This test will verify that the web browser can @gen correctly, and (2) access
the web sitehttp://ocsserverl.cisrlabmistestbed3.comiddividual subtests (ex. Subtest

1, Subtest 2) will be marked 'P' for Pass, ordFHail. If one (or more) of the subtests of
this test is marked as a Fail, the test will berded as a ‘Fail’ overall. Table 3 describes

the details of this test procedure.
2. Oracle User Login Test

This test will verify that that an Oracle User dagin to the Oracle Collaboration
Suite User Portal via the web browser. The indigidsubtest (Subtest 1) will be marked
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'P' for Pass, or 'F' for Fail. If the individualbdast of this test is marked as a Fail, the test

will be recorded as a Fail overall. Table 4 dessithe details of this test procedure.

3. Oracle Content Services Application (Web Brows@rTest

This test will verify that the Oracle Content Sees (web browser) application
can (a) open Content Services from the User Pamtal,(b) upload a file from the client's
desktop file directory into the Oracle User foldmrresponding to the Oracle User
logged in. Individual subtests (ex. Subtest 1, 8sth2.) will be marked 'P’' for Pass, or 'F'
for Fail. If one (or more) of the subtests of thest is marked as a Fail, the test will be
recorded as a ‘Fail’ overall. Table 6 describesdéails of this test procedure.
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Table 6. Oracle Content Services (Web Browser) Test

Oracle Content Services (Web Browser) Tests:  To verify that the Oracle Content Services
web browser application can (a) open Content Services from the User Portal, and (b) upload a file
from the client's desktop file directory into the Oracle User folder corresponding to the Oracle
User. Individual subtests (ex. Subtest 1, Subtest 2) will be marked 'P' for Pass, or 'F' for Fail.

1. Subtest 1: Access the Oracle Content Services Application from the Oracle User Portal.

A. Login to the Oracle Collaboration Suite User Portal (as demonstrated in Test
1 of the Oracle User Login Test). The Oracle Collaboration Suite User Portal
will be divided graphically into the following sections: Links, News,
Mail, Content Services, Web Conferencing, Tasks, and
Calendar Hit the 'Refresh’ button on the browser if any of the sections are
listed as 'Unavailable.'

B. Click on the link labeled Content Services (which is below Mail) . A new
browser window (the Content Services window) should appear with the an
image of an envelope directly under the heading Current Location

PASS criteria for Oracle Content Services Subtest 1 : An additional

window (the Content Services window) will appear, displaying the content | P/F

described in Block B.

2. Subtest 2: Upload a file from the client's desktop file directory into the Oracle User folder.

A.

In the Content Services Window (see Step 1.B. above), beneath the
Current  Location header will be one folders labeled
cisrlabmistestbed3.com and one below that labeled users . Double-
click the users folder.

A list of Oracle User directories will appear below the users folder. Double-
click the user directory corresponding to the first Oracle User Account.

The large text field to the right of the folders will contain a folder labeled
Trash , and any other files that have been uploaded into the user directory of
the first Oracle User Account. Right click somewhere in the text field (other
than over the Trash folder), and a new window (the File Directory window)
will appear.

In the File Directory window, there will be a row of identical buttons labeled
Browse . Click the topmost Browse button. A new window will appear.

In the File Upload window, click the icon labeled Desktop . Left click on the
Portable Network Graphics (PNG) file that was saved to the Windows
Desktop file directory. When the PNG file nhame appears in the text field
labeled File name: , click the button labeled Open. The File Upload
Window will close.

In the File Directory window, the directory location of the PNG file should now
appear in the File text field immediately to the left of the topmost Browse
button. Click the Upload button. The File Directory Window will close.

G.

In the Content Search window, the PNG file appears under the Trash folder.

PASS criteria for Oracle Content Services Subtest 2  : The file uploaded
in Steps A through F will appear in the Oracle User's User folder (as noted | P/F
in Step G).

Overall Pass/Fail? All Oracle Content Services (Web  Browser) Subtests must be
marked with a 'Pass.'

P/F
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C. TEST THE ORACLE RTC WEB CONFERENCING (WEB BROWSE R)
APPLICATION

The Oracle RTC Web Conferencing (web browser) appbn will be accessed
from the Oracle Collaboration Suite Portal using @i two web browsers: either the
Internet Explorer web browser, or the Mozilla Fio@Fweb browser. These procedures
can be completed on either OCS Client 1 or OCShCHe All of the procedures listed in
this section are to be completed underAdeninistratoraccount in Windows. Ensure that

the pop-up blockers on Internet Explorer and MazHireFox are disabled.

The procedures in this section verify that the @a@TC Web Conferencing
application is functioning properly on the OCS HKegver. The three parts of this section
of the Appendix are based on three individual te@ty the Web Browser test, (2) the
Oracle User Login test, and (3) the Oracle RTC Welnferencing (web browser) test.
The tests in this section should be completed derfrom the first to the last. If any one
of the three tests is marked as a ‘Fail,’ it wi# becorded that the Oracle RTC Web

Conferencing (web browser) application did not it as expected.
1. Web Browser Test

This test will verify that the web browser can (igen correctly, and (2) access

the web sitehttp://ocsserverl.cisrlabmistestbed3.comiddividual subtests (ex. Subtest

1, Subtest 2) will be marked 'P’ for Pass, ordFHail. If one (or more) of the subtests of
this test is marked as a Fail, the test will beorded as a ‘Fail’ overall. Table 3 describes

the details of this test procedure.

2. Oracle User Login Test

This test will verify that that an Oracle User dagin to the Oracle Collaboration
Suite User Portal via the web browser. The indigidsubtest (Subtest 1) will be marked
'P' for Pass, or 'F' for Fail. If the individualgest of this test is marked as a Fall, the test

will be recorded as a Fail overall. Table 4 dessithe details of this test procedure.
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3. Oracle RTC Web Conferencing Application (Web Bravser) Test

This test will verify that the Oracle RTC Web Camfecing (web browser)
application can (a) be accessed from the User IP@ma (b) create an instant web
conference. Individual subtests (ex. Subtest 1tesul?.) will be marked 'P' for Pass, or
'F' for Fail. If one (or more) of the subtests lukttest is marked as a Falil, the test will be

recorded as a ‘Fail’ overall. Table 7 describesdéails of this test procedure.
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Table 7. Oracle RTC Web Conferencing Tests

Oracle Real-Time Collaboration: Web Conferencing (W  eb Browser) Tests: To verify
that the Oracle Real-Time Collaboration (RTC) Web Conferencing web browser application can
(a) be accessed from the User Portal, and (b) create an instant web conference. Individual
subtests (ex. Subtest 1, Subtest 2) will be marked 'P’' for Pass, or 'F' for Fail.

1. Subtest 1: Access the Oracle RTC Web Conferencing Application from the Oracle User Portal.

A.

Login to the Oracle Collaboration Suite User Portal (as demonstrated in Test
1 of the Oracle User Login Test). The Oracle Collaboration Suite User Portal
will be divided graphically into the following sections: Links, News,
Mail, Content Services, Web Conferencing, Tasks, and
Calendar Hit the 'Refresh’ button on the browser if any of the sections are
listed as 'Unavailable.'

Click on the link labeled Web Conferencing (which is below Mail) . A
new browser window (the RTC window) should appear with the text Oracle
Collaboration Suite Real-Time Collaboration across the top of
the page.

PASS criteria for Oracle Real-Time Collaboration We b Conferencing
Test 1: An additional window (the RTC window) appears, with content | P/F
described in Block B.

2. Subtest 2: Create an Instant Web Conference

A.

In the RTC Window (see Step 1.B. above), the title Oracle
Collaboration Suite Real-Time Collaboration will appear across
the top of the window. On the right side of the window will be 3 gray boxes. In
the topmost gray box (with the header Instant Conference) click the
text field to the right of the words Conference Title , and type Test 1
Click the Start Conference button in the Instant Conference box.
The RTC Window will load a new page.

The RTC Window will display a new page with the heading Console

Initialization in Progress at the top left of the page. Once the
initialization is complete, a large Oracle RTC Web Conference Interface will
appear above the RTC Window. Note: Mozilla FireFox users may receive a
warning stating 'Compatibility Issues Found: Potential for limited feature
support.' If this occurs, click continue , and the initialization will finish.

A second window (Oracle Conference Details) will appear. Click Apply .

In the middle of the Oracle RTC Web Conference Interface, locate a chat
bubble icon to the right of a text field with the Oracle User's name (ex.
jpjones ). . Click the icon. The RTC Web Conference Interface will include a
chat interface.

By default, the cursor relocates in a text field to the right of the chat interface.
Type The Quick Brown Fox Jumps Over the Lazy Dog . Hit Enter.

F.

Verify that the text entered is displayed in the middle of chat interface.

PASS criteria for Oracle Web Conference Subtest 2: An Instant Web
Conference can be created, and it can display chat responses.

P/F

Overall Pass/Fail? All Oracle Real-Time Collaborati on: Web Conference (Web
Browser) Subtests must be marked with a 'Pass.’

P/F
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D. TEST THE ORACLE CALENDAR (WEB BROWSER) APPLICATI ON

The Oracle Calendar (web browser) application béllaccessed from the Oracle
Collaboration Suite Portal using one of two webwsers: either the Internet Explorer
web browser, or the Mozilla FireFox web browsere3dé procedures can be completed
on either OCS Client 1 or OCS Client 2. All of twcedures listed in this section are to
be completed under thAdministrator account in Windows. Ensure that the pop-up

blockers on Internet Explorer and Mozilla FireFo® disabled.

The procedures in this section verify that the @racalendar (web browser)
application is functioning properly on the OCS Hagver. The three parts of this section
of the Appendix are based on three individual te@ty the Web Browser test, (2) the
Oracle User Login test, and (3) the Oracle Calelfdab browser) test. The tests in this
section should be completed in order, from the tiosthe last. If any one of the three
tests is marked as a ‘Fail,” it will be recordedittibthe Oracle Calendar (web browser)

application did not function as expected.
1. Web Browser Test

This test will verify that the web browser can @gen correctly, and (2) access
the web sitehttp://ocsserverl.cisrlabmistestbed3.comiddividual subtests (ex. Subtest

1, Subtest 2) will be marked 'P' for Pass, ordFHail. If one (or more) of the subtests of
this test is marked as a Fail, the test will berded as a ‘Fail’ overall. Table 3 describes

the details of this test procedure.
2. Oracle User Login Test

This test will verify that that an Oracle User dagin to the Oracle Collaboration
Suite User Portal via the web browser. The indigidsubtest (Subtest 1) will be marked
'P' for Pass, or 'F' for Fail. If the individualgest of this test is marked as a Fall, the test

will be recorded as a Fail overall. Table 4 dessithe details of this test procedure.
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3. Oracle Calendar Application (Web Browser) Test

This test will verify that the Oracle Calendar (Walowser) application can (a) be
accessed from the User Portal, and (b) create poirgment on the user’s calendar.
Individual subtests (ex. Subtest 1, Subtest 2l)eilmarked 'P' for Pass, or 'F' for Fail. If
one (or more) of the subtests of this test is nadea Fail, the test will be recorded as a

‘Fail’ overall. Table 8 describes the details akttest procedure.
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Table 8. Oracle Calendar Test

Oracle Calendar (Web Browser) Tests:  To verify that the Oracle Calendar web browser
application can (a) be opened from the User Portal, and (b) set an appointment (meeting) on the
user's calendar. Individual subtests (ex. Subtest 1, Subtest 2) will be marked 'P' for Pass, or 'F' for

Fail.

1. Subtest 1: Access the Oracle Calendar Application from the Oracle User Portal.

A.

Login to the Oracle Collaboration Suite User Portal (as demonstrated in
Subtest 1 of the Oracle User Login Test). The Oracle Collaboration Suite
User Portal will be divided graphically into the following sections: Links,
News, Mail, Content Services, Web Conferencing, Tas ks,
and Calendar  Hit the 'Refresh’ button on the browser if any of the sections
are listed as 'Unavailable.'

Click on the link labeled Calendar (which is below Links) . A new browser
window (the Calendar window) should appear with the text Oracle
Collaboration Suite Calendar across the top of the page.

Block B.

PASS criteria for Oracle Calendar Subtest 1:  An additional window (the
Content Services window) will appear, displaying the content described in | P/F

2. Subtest 2: Set an appointment (meeting) on the user's calendar.

A.

In the Calendar Window (see Step 1.B. above), beneath the text Oracle
Collaboration Suite Calendar will be a row of 10 icons. Below the
icons will be the title Daily View . Click the 5th icon (from left) which is the
image of a clock with a yellow plus sign (the text Create a Meeting
appears when the cursor goes over the icon).

The Calendar Window will load a new page, with the heading New Meeting
at the top left of the page. The cursor will automatically be located in a text
field to the left of the words Title: . In that text field, type Test Meeting
Click the Create button, and a new page will load (Note: By default, the
Test Meeting will be 1 hour in duration, and be scheduled to begin at the start
of the next hour).

The Calendar Window will return to the Daily View  page. Verify that the
New Meeting appointment is now on the Oracle User's Calendar, for 1 hour
duration.

Click the link in the upper right corner labeled Return to Portal . The
browser will return to the Oracle User Portal. Verify that the Test Meeting
Appointment is now visible on the Calendar section of the Oracle User
Portal.

PASS criteria for Oracle Calendar Subtest 2:  The appointment made in
Steps A through B will appear in the Oracle User's Calendar (as noted in | P/F
Step C and D).

Overall Pass/Fail? All Oracle Content Services (Web  Browser) Subtests must be
marked with a 'Pass.’

P/F
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E. TEST THE ORACLE WORKSPACES (WEB BROWSER) APPLICA TION

The Oracle Workspaces (web browser) application gl accessed from the
Oracle Collaboration Suite Portal using one of tweb browsers: either the Internet
Explorer web browser, or the Mozilla FireFox welowser. These procedures can be
completed on either OCS Client 1 or OCS Client R.oAthe procedures listed in this
section are to be completed under Atgninistratoraccount in Windows. Ensure that the

pop-up blockers on Internet Explorer and MozilleeFox are disabled.

The procedures in this section verify that the @a¥orkspaces (web browser)
application is functioning properly on the OCS Heagver. The three parts of this section
of the Appendix are based on three individual te@y the Web Browser test, (2) the
Oracle User Login test, and (3) the Oracle Worksepggveb browser) test. The tests in
this section should be completed in order, fromfitse to the last. If any one of the three
tests is marked as a ‘Fail,’ it will be recordedttthe Oracle Workspaces (web browser)

application did not function as expected.
1. Web Browser Test

This test will verify that the web browser can @gen correctly, and (2) access
the web sitehttp://ocsserverl.cisrlabmistestbed3.comiddividual subtests (ex. Subtest

1, Subtest 2) will be marked 'P' for Pass, ordFHail. If one (or more) of the subtests of
this test is marked as a Fail, the test will be@rded as a ‘Fail’ overall. Table 3 describes

the details of this test procedure.
2. Oracle User Login Test

This test will verify that that an Oracle User dagin to the Oracle Collaboration
Suite User Portal via the web browser. The indigidsubtest (Subtest 1) will be marked
'P' for Pass, or 'F' for Fail. If the individualgest of this test is marked as a Fall, the test

will be recorded as a Fail overall. Table 4 dessithe details of this test procedure.

109



3. Oracle Workspaces Application (Web Browser) Test

This test will verify that the Oracle Workspacesbabrowser) application can (a)
be accessed from the User Portal, and (b) creat&space for the user. Individual
subtests (ex. Subtest 1, Subtest 2.) will be matiRetbr Pass, or 'F' for Fail. If one (or
more) of the subtests of this test is marked aaik the test will be recorded as a ‘Fail’

overall. Table 9 describes the details of this pestedure.
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Table 9. Oracle Workspaces Test

Oracle Workspaces (Web Browser) Tests:  To verify that the Oracle Workspaces web
browser application can (a) be accessed from the User Portal, and (b) create a workspace for the
user. Individual subtests (ex. Subtest 1, Subtest 2) will be marked 'P’' for Pass, or 'F' for Fail

1. Subtest 1: Access the Oracle Workspaces Application from the Oracle User Portal.

A.

Login to the Oracle Collaboration Suite User Portal (as demonstrated in
Subtest 1 of the Oracle User Login Test). The Oracle Collaboration Suite
User Portal will be divided graphically into the following sections: Links,
News, Mail, Content Services, Web Conferencing, Tas ks,
and Calendar  Hit the 'Refresh’ button on the browser if any of the sections
are listed as 'Unavailable.'

In the Links section, find and click on the icon labeled Workspaces . A new
page will load in the browser window, with the text Oracle
Collaboration Suite Workspaces across the top of the page.

PASS criteria for Oracle Workspaces Subtest 1: The Workspaces page
will load in the window, as described in Block B. P/F

2. Subtest 2: Create an Oracle Workspace for the first Oracle User Account.

A. In the browser window (see Step 1.B. above), find and click on the button
labeled New Workspace .

B. The browser window will display a new page with the heading Select a
workspace template and click Next. at the top left of the page.
The title My Workspaces will appear under this heading. By default, Basic
Workspace Template  will be selected. Find and click on the gray Next
button on the right side of the page. A new page will load.

C. The browser window will display a new page with the heading New
Workspace Using Template. Left click the text field to the right of the
heading Workspace Name , and type Workspace Test 1. Left click the
text field to the right of the heading Display Name, and type
Workspace Test 1. Click the grey OKbutton at the bottom right area of
the page.

D. The page titled My Workspaces  will reload. Verify that the workspace just
created is now listed under the group labeled All Workspaces

PASS criteria for Oracle Workspaces Subtest 2: An Oracle Workspace

can be created. P/F

Overall Pass/Fail? All Oracle Workspaces (Web Brows  er) Tests must be marked
with a 'Pass.’ PIF
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F. TEST THE ORACLE DISCUSSIONS (WEB BROWSER) APPLICATION

The Oracle Discussions (web browser) applicatiofi ke accessed from the
Oracle Collaboration Suite Portal using one of tweb browsers: either the Internet
Explorer web browser, or the Mozilla FireFox welowser. These procedures can be
completed on either OCS Client 1 or OCS Client R.oAthe procedures listed in this
section are to be completed under Atgninistratoraccount in Windows. Ensure that the
pop-up blockers on Internet Explorer and MozillaeFox are disabled. An Oracle
Workspace should be created (as described in ®eéfjo prior to conducting the
procedures in Section F

The procedures in this section verify that the @rddiscussions (web browser)
application is functioning properly on the OCS HKegver. The three parts of this section
of the Appendix are based on three individual te@tys the Web Browser test, (2) the
Oracle User Login test, and (3) the Oracle Disaussiweb browser) test. The tests in
this section should be completed in order, fromfitse to the last. If any one of the three
tests is marked as a ‘Fail,’” it will be recordedttthe Oracle Discussions (web browser)

application did not function as expected.
1. Web Browser Test

This test will verify that the web browser can @gen correctly, and (2) access

the web sitehttp://ocsserverl.cisrlabmistestbed3.comiddividual subtests (ex. Subtest

1, Subtest 2) will be marked 'P’ for Pass, ordFHail. If one (or more) of the subtests of
this test is marked as a Fail, the test will berded as a ‘Fail’ overall. Table 3 describes

the details of this test procedure.
2. Oracle User Login Test

This test will verify that that an Oracle User dagin to the Oracle Collaboration
Suite User Portal via the web browser. The indigidsubtest (Subtest 1) will be marked
'P' for Pass, or 'F' for Fail. If the individualgest of this test is marked as a Fall, the test
will be recorded as a Fail overall. Table 4 dessithe details of this test procedure.
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3. Oracle Discussions Application (Web Browser) Tés

This test will verify that the Oracle Discussiomgep browser) application can (a)
be accessed from the User Portal, and (b) creat&space for the user. Individual
subtests (ex. Subtest 1, Subtest 2.) will be matiRetbr Pass, or 'F' for Fail. If one (or
more) of the subtests of this test is marked aaik the test will be recorded as a ‘Fail’
overall. Table 10 describes the details of thispescedure.
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Table 10. Oracle Discussions Test

Oracle Discussions (Web Browser) Tests: To verify that the Oracle Workspaces web
browser application can (a) be accessed from the User Portal, and (b) create a discussion thread.
Individual subtests (ex. Subtest 1, Subtest 2) will be marked 'P' for Pass, or 'F' for Fail. Note:
Ensure that the Oracle Workspace (Web Browser) Test has been completed prior to conducting

this test.

1. Subtest 1: Access the Oracle Workspaces Application from the Oracle User Portal.

A.

Login to the Oracle Collaboration Suite User Portal (as demonstrated in
Subtest 1 of the Oracle User Login Test). The Oracle Collaboration Suite
User Portal will be divided graphically into the following sections: Links,
News, Mail, Content Services, Web Conferencing, Tas ks,
and Calendar  Hit the 'Refresh'’ button on the browser if any of the sections
are listed as 'Unavailable.'

In the Links section, find and click on the icon labeled Discussions . A
new page will load in the browser window, with the text Oracle
Collaboration Suite Discussions across the top of the page.

PASS criteria for Oracle Discussions Subtest 1: The Discussions page
will load in the window, as described in Block B.

P/F

2. Subtest 2: Create an Oracle Workspace for the first Oracle User Account.

A. In the browser window, find and click the link labeled Workspace_forums

B. The new page will include the title Category: Workspace_forums . Under
the title, locate and click on the link labeled WORKSPACE TEST 1A new
page will load.

C. Under the title Category: WORKSPACE TEST 1 . click on the New Forum
button.

D. The heading New Forum will appear at the top of the page. Left click the
text field to the right of the heading New Forum Name, and type
Discussions Test 1. Left click the text field to the right of the heading
Forum Display Name, and type Discussions Test 1. Click the
grey Done button. A new page will load.

D. The words Confirmation... Forum "Di scussions Test 1" has
successfully been created . will appear. Under the heading
Category: WORKSPACE TEST 1, Left click the Discussion Test 1
link.

E. Under the heading Forum: Discussion Test 1 , click the button labeled
New Topic . A page with the heading New Topic  will appear. Left click the
text field to the right of the heading Subject and type Test 1 Thread
Left click the large text field below and type The Quick Brown Fox
Jumps Over the Lazy Dog. Click the grey Post button.

D. Verify that the Forum: Discussion Test 1 page displays
Confirmation Forum "Test 1 Thread" has successfully been
created

PASS criteria for Oracle Discussions Subtest 2: An Oracle Discussions

thread can be created in workspace Workspace Test 1 P/F

Overall Pass/Fail? All Oracle Discussion (Web Brows  er) Tests must be marked
with a 'Pass.’ P/F
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G. TEST THE ORACLE RTC INSTANT MESSENGER (RICH MEDI A
CLIENT) APPLICATION

The procedures in this section verify that the @&TC Instant Messenger rich
media client application is functioning properly e OCS 10g server. The RTC Instant
Messenger is a downloadable plug in client thatvioles a chat interface for Oracle
Users. The first part of this section details hondbwnload and install the Oracle RTC
Instant Messenger from the Oracle CollaborationeSportal. The second part is the
Oracle RTC Instant Messenger (rich media clierst). tEhe parts in this section should be
completed in order, from the first to the last.elther (a) the Oracle RTC Messenger
cannot be downloaded and installed, or (b) the l@r&IC Instant Messenger test is
marked as a ‘Fail,” it will be recorded that thea€le RTC Instant Messenger application

did not function as expected.

The Oracle (Real-Time Collaboration) RTC InstantsBenger rich media client
application will be downloaded from the Oracle @bbration Suite Portal, and installed
on both OCS Client 1 and OCS Client 2 (these pnoexican be completed on either
OCS Client 1 or OCS Client 2). All of the procedutésted in this section are to be
completed under th&dministratoraccount in Windows. Ensure that the pop-up blacker
on Internet Explorer and Mozilla FireFox are digabl

1. Install the Oracle RTC Messenger

This test will consist of one subtest, Subtest dwbload and Install the Oracle
RTC Messenger. If the individual subtest of thist e marked as a Fail, the test will be

recorded as a Fail overall.
a. Test 1. Download and Install the Oracle RTC Mesger

Step 1. Using either Mozilla FireFox or Internetpliocer, access
the web sitehttp://ocsserverl.cisrlabmlistestbed3.com:80 The

browser window should change to the heading 'Erel-Besources.” The
greeting ‘Welcome to Oracle Collaboration Suitellvaippear under the
title ‘ORACLE Collaboration Suite.’
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Step 2. Click the link titled ‘Oracle Desktop Acsksvhich lies

underneath the heading ‘Downloads’ on the righe¢ sifithe page.

Step 3. ‘Download Oracle Desktop Clients and Touwl#l appear
under the title ‘ORACLE Collaboration Suite.” Undd#e heading ‘Oracle
Messenger,’ click the link titled ‘Windows.’

Step 4. A warning message stating ‘Opening setep.eXVould
you like to save this file?’” will appear. Click ‘@afile.” Note: If you are
using the Internet Explorer (IE) web browser, theseage may appear
differently. If using IE, click the button label&dK.’

Step 5. A second warning message will appear,ngtetbpen
Executable File?’ Click the ‘OK’ button.

Step 6. A small window titled ‘Oracle Messenger upétwill

appear, asking ‘Install Oracle Messenger?’ ClicksY

Step 7. Once the RTC Oracle Messenger completedlaton, a
new window will appear (the Oracle Messenger wingowill
automatically popup, and the RTC Messenger widmtit to sign in to the
OCS 10g server. Annotate that the Oracle Messemgex correctly
installed by marking a ‘P’ for Pass in the blankoleStep 8.

Step 8. Leave the Oracle Messenger Window openpeowked to
the next part of this section.

P/F

2. Oracle RTC Instant Messenger (rich media clientYest

This test will verify that the Oracle RTC Instaniebsenger application can and
(a) connect to the server, and (b) send a chatagesindividual subtests (ex. Subtest 1,
Subtest 2.) will be marked 'P' for Pass, or 'F'Hall. If one (or more) of the subtests of
this test is marked as a Fail, the test will b@rded as a ‘Fail’ overall.
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a. Test 1. Connect the RTC Instant Messenger te dCS Server

Step 1. Startup the Oracle RTC Instant Messengedduyble
clicking on the Oracle Messenger icon on the cledésktopNote: If the
Oracle RTC Instant Messenger is already runningp $his step and

proceed to Step 2.

Step 2. Verify the connection to the server: & tRTC Instant
Messenger connects to the server, and a pop-upowirstiating ‘sign in
failure message’ does not appear, annotate thaOtlagle Messenger
connected to the server by marking a ‘P’ for Passhe blank below.
Note: If you receive a ‘sign in failure’ message, sel&atols’ on the
menubar of the Oracle Messenger window, and s€ktions from the
drop-down box that appears. Another window will @@ with the title
‘Options’ at the top. On the white box on the Isitle of this window,
click on ‘Connections.” Under the ‘Connections’ itlb that appears on
the right side, verify that (a) the radio button f&utomatic Configuration
for RTC Connection is checked, (b) HTTP is selectefithe text field to
the right of ‘Web Host’ readsittp://ocsserverl.cisrlabmistestbed3.com
and (d) the text field to the right of ‘Web Porads '80.” Then click ‘OK’
at the bottom right corner of the ‘Options’ windoW. this does not

establish a connection to the OCS 10g server, atendhat the Oracle
Messenger could not connect to the server by marikhfor Fail in the

blank below.

P/F

b. Test 2: Send a Chat Message using the RTC Instdessenger

Step 1. In the window titled ‘Oracle Messengeri¢lkclon the link
labeled ‘Chat.’
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Step 2. A new window titled ‘Oracle Messenger: Chat
Conferencing’ will appear. Click on ‘Actions’ onghmenubar, and select

‘Start New Chat Conference’ on the drop-down bat tippears.

Step 3. A new window titled ‘Oracle RTC Messeng8tart a
Conference’ will appear. Click on the text fieldrabitly below the
‘Conference Title:’ heading, and type ‘RTC Instaiessenger Test 1.
Click the ‘Send’ button.

Step 4. The ‘Oracle Messenger: Chat Conferencirigtew will
become a chat interface window. Verify that the dgoiTitle: RTC Instant
Messenger Test 1’ appears just below the chat nsgpbox on the left
side of the window. Click on the large text fieldldw the ‘Title’ heading,
and type ‘The Quick Brown Fox Jumps Over the LangD Verify that

the above response has been posted.

Step 5. Annotate that the Oracle Messenger couhd se chat

message by marking a ‘P’ for Pass in the blankvelo

P/F

H. TEST THE ORACLE CONTENT SERVICES ‘ORACLE DRIVE’
APPLICATION

The procedures in this section verify that the @aContent Services ‘Oracle
Drive’ rich media client application is functionimgoperly on the OCS 10g server. The
Content Services ‘Oracle Drive’ is a downloadablegpin client that provides a
WebDAV-based application for Oracle Users. Thet fo@rt of this section details how to
download and install the Oracle Content Servicesat® Drive’ from the Oracle
Collaboration Suite portal. The second part is@nacle Content Services ‘Oracle Drive’
(rich media client) test. These parts should beptetad in order. If either (a) the Oracle
Content Services ‘Oracle Drive’ application canbetdownloaded and installed, or (b)
the Oracle Content Services ‘Oracle Drive’ tesinarked as a ‘Fail,” it will be recorded

that the Oracle Content Services ‘Oracle Drive’leagpion did not function as expected.
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The Oracle (Real-Time Collaboration) Content SewicOracle Drive’ rich
media client application will be downloaded frone tBracle Collaboration Suite Portal,
and installed on both OCS Client 1 and OCS Cliefih@se procedures can be completed
on either OCS Client 1 or OCS Client 2). All of gwe@cedures listed in this section are to
be completed under thA&dministrator account in Windows. Ensure that the pop-up

blockers on Internet Explorer and Mozilla FireFo® disabled.
1. Install the Oracle Content Services ‘Oracle Drie’

This test will consist of one subtest, Subtest awbload and Install the
Oracle Content Services ‘Oracle Drive.’ If the wmidual subtest is marked as a

Fail, the test will be recorded as a Fail overall.

a. Test 1: Download and Install the Oracle Conter8ervices
‘Oracle Drive’

Step 1. Using either Mozilla FireFox or Internetpliocer, access

the web sitehttp://ocsserverl.cisrlabmistestbed3.com:8The browser

window should change to the heading 'End-User Ressu The greeting
‘Welcome to Oracle Collaboration Suite’ will appeander the title
‘ORACLE Collaboration Suite.’

Step 2. Click the link titled ‘Oracle Desktop Acsksvhich lies
underneath the heading ‘Downloads’ on the righ¢ sifithe page.

Step 3. The browser window that opens should bkedtit
‘Download Oracle Desktop Access Components.” Theeefjng
‘Download Oracle Desktop Clients and Tools’ willpgar under the title
‘ORACLE Collaboration Suite.” Under the heading &le Drive,’ click
the link titled ‘Windows.’

Step 4. A warning message stating ‘Opening ODriugsexe...

Would you like to save this file?’ will appear. €iti ‘Save file.” Note: If
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you are using the Internet Explorer (IE) web brawslee message may
appear differently. If using IE, click the buttabkled ‘OK.’

Step 5. A second warning message will appear,ngtetbpen
Executable File?’ Click the ‘OK’ button.

Step 6. A small window titled ‘Choose Language iSgttwill
appear. Select ‘English: United States.’ Click ‘OK.

Step 7. A larger window titled ‘Oracle Drive 10.24nstallShield
Wizard’ will appear. Click the ‘Next’ button.

Step 8. Click the ‘Next’ button again.

Step 9. The text ‘Ready to Install the Program’l appear at the

top left of the window. Click the ‘Install’ button.

Step 10. Once installation is complete, check tb& marked

‘Place Oracle Drive Shortcut onto Desktop,” andlclihe ‘Next’ button.

Step 11. Select the radio button labeled ‘Yes, mtwta restart my
computer now,” and click the ‘Finish’ button (thensputer will restart
automatically).

Step 12. Following restart, login under the Winddvasninistrator
account. Verify that the ‘Oracle Drive’ shortcutnew displayed on the
client’s desktop. Annotate that the Oracle Congemvices ‘Oracle Drive’

was correctly installed by marking a ‘P’ for Pasghe blank below.

P/F

2. Oracle Content Services ‘Oracle Drive’ (rich medh client) Test

This test will verify that the Oracle Content Sees ‘Oracle Drive’

application can and connect to the server and actes /cisrlabmistesbed3

directory. This test will consist of one subtestib&st 1: Connect the Oracle
Drive to the OCS 10g server and Access the /cististestbed3 Directory. If the

individual subtest is marked as a Fail, the tefithwei recorded as a Fail overall.
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a. Test 1. Connect the Oracle Drive to the OCS 1®grver and
Access the /cisrlabmlstestbed3 Directory

Step 1. Startup the Oracle Content Services ‘Or&uige’ by
double clicking on the ‘Oracle Drive’ icon on thikeat's desktopNote:
If the Oracle Content Services ‘Oracle Drive’ isealdy running, skip this
step and proceed to Step 2.

Step 3. A window titled ‘Oracle Drive’ will appea€lick in the
text field next to the heading ‘Username:’, andeerihe user name of the

first Oracle User Account (ex. ‘jpjones’).

Step 4. Click the radio button labeled ‘Servicendaon the drop-
down box that appears, select ‘New.’ In the windiwat appears (Titled
‘Service Properties,’ type the user name of th&t fdracle User Account
into the text field below the heading ‘Username.’the text field below
the heading ‘Sever,” type ‘ocsserverl.cisrlabmtbied3.com.” Click the
‘OK’ button.

Step 5. Click the radio button labeled ‘Advancéderify that the
‘Port’ is set to '80,” and the ‘server directorg set to ‘content/davNote:
If directly connected to OCS Server, then checklibg ‘Bypass proxy

server for this connection.’

Step 6. On the menubar, click the tab labeled ‘@ysti Under
‘Options,’ click the button labeled ‘Change Proxgtithgs.’

Step 7. A new window will appear with the title Ry Settings.’
Note: If the OCS 10g server is directly connected to @@S Clients,
make sure that the gray fields on the top right $idth read “Direct
connection, no proxy.” If the OCS Clients are usthg XTS-400 as a
proxy, (a) check the box labeled ‘HTTP,’ (b) ent92.168.0.130’ in the
field directly under ‘Proxy Server,” (c) uncheckethSecure’ box until
‘Auto-detect on connection’ appears in the textdfi@cross from ‘Secure,’
(d) under the ‘HTTP Proxy Authentication,” enterdemol’ or ‘mdemo2’
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in the text field corresponding to ‘User name’ (¢gpendix A, Section N
for an explanation regarding which username to asd)type ‘tcxuser’ in
the ‘Password’ text field. Click the ‘OK’ button.

Step 8. On the ‘Oracle Drive’ window, click the ‘Qwect’ tab on
the menubar. Find the radio button labeled ‘Corirsed click it.

Step 9. An Internet Explorer browser window showuden,

containing a single file folder named ‘/cisrlabrelsbed3.’Annotate that

the Oracle Content Services could access the Oralitectory

‘[cisrlabmistestbed3.conby marking a ‘P’ for Pass in the blank below

P/F

TEST THE ORACLE SMTP MAIL SERVER

The procedures in this section verify that the @&MTP Mail Server can be
reconfigured to send an Oracle Web Mail email framOracle User on the OCS 10g
server to an email address on the Linux Mail sepreiconfigured by the CISR staff
(described in Appendix A). The Content Servicesa®@e Drive’ is a downloadable plug
in client that provides a WebDAV-based application Oracle Users. The first part of
this section details how to configure t&8&TP_inbound and SMTP_outbound
settings on the Oracle Collaboration Suite AppiaatControl Console to exchange
email with the Linux mail server. The second paran email test from the OCS 10g
server to the Linux mail server, using the Oracleb/Wail application. If either (a) the
SMTP settings cannot be configured as describederfirst part, or (b) an email cannot
be sent from the OCS 10g server to the Linux mawer, the Oracle SMTP Mail Server
test is marked as a ‘Fail,” and it will be recordbdt the Oracle SMTP Mail Server could

not be reconfigured to exchange email with anoéxéernal mail server at this time.

All of the procedures listed in this section are de completed under the
Administratoraccount in Windows. Ensure that the pop-up blazker Internet Explorer

and Mozilla FireFox are disabled.
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1. Modify the SMTP Settings

This test will consist of one subtest, Subtest Rari@je SMTP settings on
the Oracle Application Control Console. If the midual subtest is marked as a

Fail, the test will be recorded as a Fail overall.

a. Test 1. Change SMTP Settings on the Oracle Agpation
Control Console

Step 1. Using either Mozilla FireFox or Internetpliocer, access

the web sitehttp://ocsserverl.cisrlabmistestbed3.com:18100 A

separate window appears, stating ‘The server
ocsserver.cisrlabmistestbed3.com at enterprise-geans asking for a
password.” Enteras_admin for the user name, anfgassword123

(or whatever has been selected as the admin  password) for the

password.

Step 2. The browser window should open to a pdbgel tiOracle
Enterprise Manager-Farm:orcl.cisrlabmlstestbed3.tomhe heading
'Enterprise Manager 10g, Application Server Cohwll appear at the
top left of the screen. Below this heading will biee text ‘Farm:
orcl.cisrlabmlstestbed3.com.” Under ‘Standalonddnses,’ click the link
labeled ‘ocsapps.ocsserverl.cisrlabmistestbed3.cdinte: A separate
window might appear again, stating ‘The server
ocsserver.cisrlabmistestbed3.com at enterprise-geans asking for a
password.” Enteras_admin for the user name, angassword123
(or whatever has been selected as tag admin  password) for the

password.

Step 3. The browser window should reload the péigel tOracle
Enterprise Manager- Application Server:
ocsapps.ocsserverl.cisrlabmistestbed3.com.” Thedirdgpa 'Enterprise
Manager 10g, Application Server Control for Colledton Suite’ will
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appear at the top left of the screen. Below thiadivey will be the text
‘Application Server Control for Collaboration Suite
ocsapps.ocsserverl.cisrlabmlstestbed3.com.” Urndeblue text ‘System
Components,’ locate and click on the link labeliil Application.’

Step 4. The browser window should open to a pdbgel tiOracle
Enterprise Manager- Mail Application.” The headiggterprise Manager
10g, Application Server Control for Collaborationit®’ will appear at the
top left of the screen. Under the blue text ‘Sesvicargets,” locate and
click on the link labeled ‘SMTP Inbound Server.’

Step 5. The browser window should open to a patgel tiOracle
Enterprise Manager- SMTP Inbound Server. The hepdEnterprise
Manager 10g, Application Server Control for Colledtmon Suite’ will
appear at the top left of the screen. Under the taxt ‘Process Instances,’
locate and click on the link labeled ‘smtp_in:..(the ..... represents a
random number that the OCS 10g server has assignedhe

SMTP_inbound application).

Step 6. The browser window should open to a pafgel tiOracle
Enterprise Manager- smtp_in:.....” The heading 'Eprise Manager 10g,
Application Server Control for Collaboration Suitgill appear at the top
left of the screen, with the words ‘Mail Collaboost Suite Database’
under the heading Scroll down on the page anctliek the text field to
the left of the words ‘Trusted Relay Domains.” Type
‘cisrlabmlistestbed3.com’ in the text field, scrddwn to the bottom of the

page, and click on the button labeled ‘Apply.’

Step 7. The page titled ‘Oracle Enterprise Mana@atus’ will
load, with the following blue text: ‘Confirmationfhe process settings
have been modified successfully.” On the groupim{d above this text,

find and click the link labeled ‘Mail Application.’
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Step 8. The browser window should refresh to thgepttled
‘Oracle Enterprise Manager- Mail Application.” Undéhe blue text
‘Service Targets,” locate and click on the linkdéa ‘SMTP Outbound

Server.’

Step 9. The browser window should refresh to a pidlgd ‘Oracle
Enterprise Manager- SMTP Outbound Server.” The ingatEnterprise
Manager 10g, Application Server Control for Colledtmon Suite’ will
appear at the top left of the screen. Under the taxt ‘Process Instances,’
locate and click on the link labeled ‘smtp_out:..(the ..... represents a
random number that the OCS 10g server has assignedhe

SMTP_outbound application).

Step 10. The browser window should refresh to ae ptided
‘Oracle Enterprise Manager- smtp_out:..... The hegdiEnterprise
Manager 10g, Application Server Control for Colledton Suite’ will
appear at the top left of the screen, with the wdMail Collaboration
Suite Database’ under the heading Scroll dowrherpage and left click
the text field to the left of the words ‘SMTP RelayType
‘cisrlabmlistestbed3.com’ in the text field, scrddwn to the bottom of the

page, and click on the button labeled ‘Apply.’

Step 11. The page titled ‘Oracle Enterprise Mana§éatus’ will
load, with the following blue text: ‘Confirmationfhe process settings
have been modified successfully.” On the groupim{d above this text,
find and click the link labeled ‘Application  Server

ocsapps.ocsserverl.cisrlabmistestbed3.com.’

Step 12. The browser window should reload the pidlgd ‘Oracle
Enterprise Manager- Application Server:
ocsapps.ocsserverl.cisrlabmistestbed3.com.” Urgebliue text ‘System

Components,’ locate the link labeled ‘Mail Applicat,” and check the
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box located immediately to the left of the link. dém the ‘System

Components’ tab, click the ‘Reload’ button.

Step 13. The page that loads will contain the texgu have
chosen to reload the Mail Application. Do you wighproceed?’ Click
‘Yes.’

Step 14. The page that loads will state, ‘Appiaatrestart in
progress.. please wait.” Once the application leenbveloaded, mark a ‘P’

for Pass in the blank below

P/F

2. Send Email from Oracle Web Mail to Account on Linux Mail Server

This test will verify that the OCS 10g server camd an email via SMTP to an
email account on another Linux mail server. Th& t®nsists of two subtest, Subtest 1:
Access the Oracle Web Mail Application from the €@eaUser Portal, and Subtest 2:
Send an email from the OCS 10g server to the Lmai server. Individual subtests (ex.
Subtest 1, Subtest 2) will be marked 'P' for Pas&;' for Fail. If one (or more) of the
subtests of this test is marked as a Fail, thewidisbe recorded as a ‘Fail’ overall. Table

11 describes the details of this test procedure.

Table 11. Oracle SMTP External Mail Server Tests

Oracle SMTP External Mail Server Tests: To verify that the Oracle Web Mail web browser
application can (a) open Web Mail from the User Portal, and (b) send an email from the OCS 10g
server to an email account on a Linux mail server located on the same domain
(cisrlabmlstestbed3.com ). Individual tests (ex. Test 1., Test 2.) will be marked 'P' for Pass
and 'F' for Fail.

1. Test 1: Access the Oracle Web Mail Application from the Oracle User Portal.

A. Login to the Oracle Collaboration Suite User Portal (as demonstrated in Test
1 of the Oracle User Login Test). The Oracle Collaboration Suite User Portal
will be divided graphically into the following sections: Links, News,
Mail, Content Services, Web Conferencing, Tasks, and
Calendar . Hit the 'Refresh’ button on the browser if any of the sections are
listed as 'Unavailable.'

B. Click on the link labeled Mail (which is below News and above Content
Services ). A new browser window (the Web Mail window) should appear
with the an image of an envelope and the word MAIL immediately to the left
of the image.
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PASS criteria for Oracle SMTP External Mail Server Test 1: An
additional window (the Web Mail window) will appear, displaying the content | p/g
described in Block B.

2. Test 2: Send an email to an email account on the Linux mail server using Oracle Web Mail.

A.

In the Web Mail Window (see Step 1.B. above), the following headings will
appear above the MAIL image, from left to right: New, View, Go,
Actions, Print, Delete, and Find People. Click the heading
labeled New, and a new browser window will appear (the New

In the New Message Window, click the heading labeled Format , and on the
drop down box that appears, make sure that HTMLis selected.

Click the text field to the right of the To: button, and type in an email
address of an account on the Linux mail server (Note: this email address will
be provided by the CISR staff).

Click the text field to the right of the Subject heading, and type Email
Test.

Click the large text field immediately below Subject and type Test SMTP .
Click the Send button (the New Message window will close).

On the Web Mail Window, click the Sent Items heading. The large title to
the right should now read Sent Items. The field below this title should
contain the email that was sent in Step D (titled Email Test ).

PASS criteria for Oracle SMTP External Mail Server  Test 2: The Oracle
Webmail constructed in Steps A through E will appear in the Sent Items P/F
folder (as noted in Step F).

Overall Pass/Fail? All Oracle Web Mail Tests mustb e marked with a 'Pass."

P/F
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